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® copy

® delete

® dir

® ip address

® ip route

® show configuration
® format

® more

copy

E REETHEmS

1 copy it 4 AT LA thtp Ji 55 s B2 O A 2 22 4l

copy tftp<:filename> {flash<:filename>|rom} [ip_addr]

2%

SHRAR

tftp<:filename>

Fon MAftp AR 55 28 2 O . filenamedg BARR IR SO 44, B
TR, copyn AT 5K R H 4G SCHE BRI o

flash <:filename>

FORN A ZEHALINAE 5 SO filenameds HIAH R SCfR 4, B RA
83, copyfir & PAT Ja # 3R om L K SCAF A A

rom Fo A H L Frbootrom.
ip_addr Thtp MRS #AIPHIL. & ATEE, copyfn&HAT a4 R

TIPS
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monitor#copy tftp:switch.bin flash:switch.bin 192.2.2.1
&) thtp k5528 (S0 switch.bin B AZ LA A7

HEHS
o
1.1.2 delete

i/ delete 47T LAHER— 4> 3CFF

delete file-name

S8
2 SRR
file-name X4 (200 F ),
HE

WIAE NS4, 44 MR SO startup-config

RN
EAREEN

£ F it AR
7

EES
7
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1.1.3 dir

R dir iy SR SO H 3 4

dir file-name

2% SH05AA

file-name X4 (K200 F ),

1.1.4 ip address

WIRAS A A 4 ip address 7] LAFE & LLK I 1 E 1P Hdik .

ip address ip-address mask

¥
2 SRR
ip-address IP k.
mask IP 48 HERY .
®RE
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1.1

w5

monitor#ip address 192.168.1.1 255.255.255.0

HxaH<$
ip route

ping

5 iproute

IR R A4 ip route 7] DA E 4 19 55

ip route default gw_ip_addr

g

SHGA

gw_ip_addr

AR AL -

w5

monitor#ip route default 192.168.1.3
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1.1.6

1.1.7

RE

AL/
g <2

ip address
show configuration

7R ARG 2 TG B ST

format

ARG, FTHE A4 format,

format
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i format % )5, U RGP HIPTA SR 2R

s

X
o
1.1.8 more

BEREIRMHNE, THEHESAS more,

more file-name

S S ¥R AR

file-name X (20075,

RSO AR AT R, H ASCI S 7 R, A0 3 7 U o

12 BEAXRZEESS

HAR RGP A
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® bootflash
® cd

® chinese

® english

® date

® md

® pwd

® rd

® rename

® reboot

® show break
® alias

® boot system flash
® help

® history

® show alias

1.2.1 boot flash

4R T A A4 boot flash 7] LAF T TR & LA E 3

boot flash filename

SHGA

filename

R4
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£ F it AR

PN EIRES S, 4 boot flash i 4 AT JH 4% .

Pl

monitor#boot flash switch.bin

EES

x

1.22 cd

WFRE T A4 cd AT BLEAR 7T H 3%

cd directory)|..

2%

S ¥R AR

directory

Fs4 (20749

E—ZHx .

w5

monitor#cd my_dir

EPS

pwd
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1.2.3 chinese

f#iJH chinese & 1T LAY iy & 527 9 S0

w5

1.2.4 date

i1 date i AT LA E FR G400 I 18] o

RE
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£ At RA

i/ date T4 W] LABEE RGELXTIN 18] o LA FIR A Sl I FEL s 220 Bl iy e ittt
R, PSR T AN, D)5 25 i

XEF A I ISR, LR SRR R B 1970 451 A 1 H, | RRHK
JA Bl i v B 2 T A

o]l

monitor#date

The current date is 2000-7-27 21:17:24
Enter the new date(yyyy-mm-dd):2000-7-27
Enter the new time(hh:mm:ss):21:17:00

xS
T
1.2.5 english

fi ] english iy & R LAY Hie iy & 3R S

10
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1.26 md

md directory

SR ER

directory Hx#4 (BK20M770).

{8 354
I md o H
Hxis

x

11
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1.28 rd

rd directory

g
S S
directory At (K204
RE
7
RN
LAREES
{5 At ER
WRZAFANT, Sin. WRIZHFAAE, Biniz R A, i/ d s
MBR—A~ H 3%
GBS
7

1.2.9 rename

{fH rename fir & 1ESCCHE4

rename old file_name new_file_name

12



SH S A
old_file_name JRIERISLA 4
new_file_name BSR4

£ F it AR

i reboot iy 4 5 i &L ekl .

13
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EESRS
T
1.211 alias
alias alias_name command_line
e
¥ S ¥ i5 A
alias_name fir 2 A 44 4K
command_line i 2 1 44 %oF I ) B SE i 4 o
7.3
TS nBEE.
HoER
L=
13 FERR
L & DI AE NI command_line ”H 13X %4 i 4 FH “ alias_name 7>k & X . Ul alias update1
copy tftp:MSU8508_4.0.0B.bin flash:switch.bin 10.168.30.188  LLJ& H FAE <L A
A update1, =2 #:Hl 5k 2 H 3 #4417 copy tftp:MSU8508_4.0.0B.bin flash:switch.bin
10.168.30.188 X% 4.
1l
H “update1” K& “copy tfitp:MSU8508_4.0.0B.bin flash:switch.bin 10.168.30.188”
jz/\/l%é\o
alias update1 copy tftp:MSU8508_4.0.0B.bin flash:switch.bin 10.168.30.188
Hx&md
T
1.2.12  boot system flash

1§ boot system flash 774 7] LU E R GRS HAT I R G515, ] no boot
system flash iy 2 KM Bk AT AL E -

14
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boot system flash filename

no boot system flash filename

2H
e S
filename HHRE SR, ST K EAEIE 20 575
RE
x
RN
ERIES
(E L
IR RBCE B2, RGUEPAT N RGP — D RGE GRS R A
B 2%0Y, REMIKPITECE BB, RSO BB IR AR, T
REEPAT T — D30 EHAED), REHANBIRRE.
=
config#boot system flash switch.bin
EES
x
1.213 help
help
2H
x
RE
x

15
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A5 i A2 IR SRR AE ML FE B R 5
w5

M BN J5, SRS HbL RS

switch# help

Help may be requested at any point in a command by entering a question mark '?',If nothing
matches, the help list will be empty and you must backup until entering a '?' shows the available
options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a command argument(e.g.'show ?') and
describes each possible argument.

2. Partial help is provided when an abbreviated argument is entered and you want to know what
arguments match the input (e.g. 'interface e?".)

Hx®os
T
1.2.14  history

Afin &R REE P LdnS, MHZE2 K no FEAMIER I 4.

[no] history [ + <count> | - <count> | clear]

S
- SR
+ <count> Mk F 2 & orcount<1-20>%1 H 1 5 sk fi 4
- <count> MR F3k B 7rcount<1-20>%1 H 1 5 sh 6 4
Ha

W R A S HAET 20, WMCKER4HER; R a8t 20, WMALEE
R 20 k01 B4

16
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REHAL SR B e 22 W] AGRAF 20 25 17 S %, FH P AT DA 83 s BT 7 i g i 4
A4 Y B g A A B AR

P

LR PR Ys S ol /T S R

switch#history - 5

config

inte1/1

no ip addr

ip addr 192.2.2.49 255.255.255.0
exit

GBSy
7

1.2.15 show

Ay FOR SR RGUMAR IS B, X Som B 45 3 AT Ui AR o€ (K3 8 4 1 I8 H sl i
JEFRFRE 115 2

show <sub-command> [ | <begin | include | exclude | redirect> <WORD>
[SEPARATOR WORD]]

2%
e S ¥R
sub-command T
I A5 P A o
begin show 125 5 R TR DLURR 8 B ISk (AT
include show )28 ¢ HUR R AL 5 R B A AT
exclude show 145 AN R A0 8 e o B 3R] 4T
redirect He show I 45 5 3. 5E /) B4R TE 1 SCAF RGeS
WORD F 52 ¥ 517 (X Tredirect iy 2 K 1 /& 48 & I SU1F44)

17
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SEPARATOR WORD TR RETT, BRI F RGN Fii] A f A Y 2 A% AT
galib)

o

o

RN
EHSNEES
£ 15 RA

2 Tl LA g B show S5 R P I HIE B, JUHE & FE show RKHIRAA AR, L
Woxt T EF A K ESK H B mac il R P S AR R E I mac ik 2% H 73 U5 (E

w5

fitm, LLF A4 HUE 7R show running-config 45 B 402 #34] interface 47
Switch#show running-config | include interface
Building configuration...

Current configuration:

!

interface GigaEthernet0/1
interface GigaEthernet0/2
interface GigaEthernet0/3
interface GigaEthernet0/4
interface GigaEthernet0/5
interface GigaEthernet0/6
interface GigaEthernet0/7
interface GigaEthernet0/8

GBSy

1.2.16  show alias

Aty 4 IR 7 T AT 990 44 B0 46 5E (13 44 o

show alias [<alias name>]

18
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et SHHAA

alias name R4 .

1218 #% R alias name=command line &R H 74 .

RN

EHENERES

£ F AR

x

o]l

TR SR AT AR SR A 4

switch_config#show alias
hualab=date
router=snmp

Hxis
alias

1.2.17 show break

RRAGRERELR, RASKARE R EBEITRERTERGERRE Tk, Hibmd
AR RIXEE R, REEEAE T RGKERE IR KA R I R A Bl
BRI RO S R

RE

19
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2.1 TelnetftBEH<

ARG telnet S HOAH G (¥ IC B AN B i 4 o telnet FH >R 7 15 3t i IR 45 4% 2 AT 11 telnet
21, telnet —H T5 Unix R IZFEF 5. HEFATERDUIME. telnet B H A4
BEERMEER It Rlogin i K ANE SAE T ANRE B S FE AL KK .

Telnet iL B & 21 :

® telnet

® ip telnet

® where

® disconnect

® resume

® clear Telnet

® show Telnet

debug Telnet

2.1.1 telnet

7 telnet G A k520U F -

telnet server-ip-addr/server-host-name [Iport port][/source-interface interface] [/local
local-ip-addr] [/debug] [fecho | Inoecho] [/script scriptname] [Ivrf vpnname]

¥
2% SRR

server-ip-addr Tz v R 45 s DA S SRR 1P UL
server-host-name i RS A ENLA, Y Hip hosta S TRLE -
port e AR 55 AR B htelnet Al 25 i 1
interface K tttelnetiE i i A HiF2 1
local-ip-addr R itdtelnetiE B A H P L .
/debug 1912 P dirdebug T2, 4T EER FI R 2 .

21



AAHEE 4
/echo
FIF/RAAMEE, B4 lnoecho.
/noecho
scripthame T B &R AR LT
vpnname 1 FEvpn Ll

EHSMEREES.

£ F it AR

PP AT A P A0 iy 4 2 — R e OB AR %

telnet server-ip-addr/server-host-name

FEIXAPEOL T, R 2 B )t i IR 55 4 1) 23 3 1A H telnet ESLIEREE R, FTH]
AR ip Mtk R AR i 6 £h 2 i 2 8 % 5000 S BT Y ip Stk

telnet server-ip-addr/server-host-name /port port

BERS, R HFR R A i ) port 3 & H telnet B3 & EBIE K.

telnet server-ip-addr/server-host-name /source-interface interface

HBEF, B AR A 2 interface b1 ip HihikAE Atttk .

telnet server-ip-addr/server-host-name /debug

SRS, NIRRT 7 i debug JFO%, KRR S b B (14 P e i

telnet server-ip-addr/server-host-name echo/noecho

BRI, SHRERFAT IR R AR o RO R, Al R R, [nLE TAE ik 55
v se e RAEIR G5 st AN BT LR, AT A B 555 .

telnet server-ip-addr/server-host-name /script scriptname

PAT BLHIAS (1) B 20 B S an & T E S H ip telnet script f 2 AT E -
PLEa 4SBT LB A1 H -

FE 5L R 55 as U I RE R, P AT o B, GBS WERATFIIRH, A
SEFE 10 ML IR HY

22



A

SERHC &

=
4

H

w5

2.1.2

B F P A8 ] telnet S A2 25 B IP il Ay 192.168.20.124 (5545 L, HiZIRSS 42
fit telnet Ak 45 1wt 1 23 A1 2323, A ML A %A #:11, vlan1(192.168.20.240) Fll
vlan2(202.96.124.240). F ;AT LUE A T 44 2R 58 UL A 8 5%

1. telnet 192.168.20.124 /port 2323

TEIXFHE LN, telnet K RIXT v £ 2323 ¥ T telnet S8z . Xt i it JL A A b ip B2y
192.168.20.240

2. telnet 192.168.20.124 /source-interface vlan2

TR DL T, telnet K RIXT i (f) 23 S FHE 0L telnet JE 4% . 3 3 Bt IL IR A ip Ry
202.96.124.240.

3. telnet 192.168.20.124 /local 192.168.20.240

EXFEDLR, telnet K A1 X o () 23 3 57 telnet JE % . X it AT WL A AS | ip NN
192.168.20.240.

4. telnet 192.168.20.124 /debug
TEXFME LR, telnet 44T B H AN o (1) 23 3 117857 telnet ERE YRS 72 -
5. telnet 192.168.20.124 /echo

FEXFPEOL T, telnet 4T AR I OC . BhiT, WURARSS Sum g AT &, AT fA
LA

6. telnet 192.168.20.124 /script s1

408 s1 B A AT H Bl &k
ip telnet

ip telnet 21 FINCE iy 4% 0 F -

ip telnet source-interface vlan value

ip telnet access-class accesslist

ip telnet listen-port start-port [end-port]

ip telnet script scriptname ‘user_prompt’ user_answer ‘pwd_prompt’ pwd_answer

ip telnet maxuser user_maxnum

S S ¥R AR

23
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value AR ftelnet 4 1 o
access/ist AR SZ R, SR HRE AT BRI R U7 9 51 R AR
start-port FH P 52 (T oty 11 DX S ) e i oy 1145
end-port P36 5 D S 1 [X R ) 425 TR 3 11 5
scriptname BB TR
user_prompt telnetfik 55 25 [BI% 0 H - SR (E B
user_answer &IPS P A RS B
pwd_prompt telnetfik 55 % [B1i% (1 A R 15 B .
pwd_answer PR R R EE R
user_maxnum telnetf Ki&EH:410~63
o=

¥

EESTE
LEEES

fsEFEEA

® Ji R LU AR R A 4 oK L B A A telnet HEH AR T .

ip telnet source-interface interface

EXFEN T, WEERIER telnet FERM %310 . %A E @25 telnet
source-interface interfac %A X UMER, (B NMTE telnet ar & 5 HE NS H. 4
BERCE THe01, AT telnet 2 W 2 IS5, DUJE 3 BT 82 1 N .

© JH AT LU F 0T i 4 SR BN A% 32 telnet ST U 17 513 BR #1151 2R 42

ip telnet access-class accesslist
FEXFEOLN, MG RS B2 A telnet IEHERT, ) BSeka & 15 iH 413K .

® JI/7 AT LU AN T iy R EC EAE SR A I 115 (23) LLAMS 1 E, #2UX telnet 342 .

ip telnet listen-port start-port [end-port]
Y ARANIR R AR 5, WA S — AN o ) 1 EAT T o 8 8 FOA0T W s 1
HoApewd 16 4>, Him 15 fRHI7E 3001—3999 2 [d].

® AT LA R T 4 KB telnet B SR IHIA .

ip telnet script s1 ‘login:’ switch ‘Password:’ test

Y BEATIIARCERS, WP AIRIR. NE, BRR. ML AU 8 eI,
RHERBIREEX NG, SR ERLain ERsS 7). R AR —
BIRCEAT iR, RICRET BB,
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w5l
1. ip telnet source-interface vlian1
TEXFEDL N, MG A KN telnet FEFEII A vian1 #2101,
2. ip telnet access-class abc
FEXFRE DL N, MG T #3211 telnet HEFEIY(E I 413 abe #E4T Vs in 1) £k 2 .
3. ip telnet listen-port 3001 3010
BT 23 Suf 1AL, & AT BAZE 3001 £ 3010 2 [A] BT A i 11 20K telnet i&EH2 .

4. ip telnet script s1 ‘login:’ switch ‘Password:’ test

BLE 42N s1 KB IA, H P &4#5R 0 login:, MNEN switch, 7R N Password:,
NN test

2.1.3  ctrl-shift-6+x (3EF AT telnet EHE)

FER P SR 2 T telnet 1 4%

ctrl-shift-6+x

SRR
£ 247 telnet 215 LRI Z1 -
(EdaENEE

R AT CLAE FH St PR S A2 7 i b 2 BT HH ) telnet 4%
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w5

switchA>telnet 192.168.20.1

Welcome to Multi-Protocol 2000 Series switch
switchB>ena

switchB#(# ctrl-shift-6+x)

switchA>

FH P 7EE 2] switchB 2471 telnet £ ik th3% ctrl-shift-6+x £, <x#Ei23] switchB [{3ER:,
5] 3] switchA [F 24 BIRAS

214 where

FE% i b B AT HGE I E T 1Y telnet 215

where

RN
EREES
£ it AR

FHP AT DA e iy 4 6 2 7 i _E SRR S AR I AR telnet 382 . IR (045 B 645 17
Ty RbmHhE . XS L ASHbHbRE . AR

EE:

where 4442 show telnet ¢ 42 A XAl t. TERAAZ P R, 2925 H0
telnet i£4%, EHX R AR FHHERN, RT09-EFN telnet £4

P

switchA>telnet 192.168.20.1

Welcome to Multi-Protocol 2000 Series switch
switchB>ena

switchB#(# ctrl-shift-6+x)

switchA> telnet 192.168.20.2
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Welcome to Multi-Protocol 2000 Series switch

switchC>ena

switchC#(# ctrl-shift-6+x)

switchA>where

NO. Remote Addr Remote Port Local Addr Local Port
1 192.168.20.1 23 192.168.20.180 20034
2 192.168.20.2 23 192.168.20.180 20035

FH P ALE switchA %\ where, @orH switchA _F3E 1 FFHERE RIS B .

2.1.5 resume

FEZ P S E VR 2 AT HE 138 1 telnet 21

resume no

5%
-l SR

no Bt wherefir & 55 2B A AT EEE Ftelnet & 175
3

x
LRt

EIEL
[

FH Py DA FH it 4 AR %5 7 i B HTERR M1 SR telnet 3E4%.
I

switchA>telnet 192.168.20.1

Welcome to Multi-Protocol 2000 Series switch

switchB>ena

switchB#(#% ctrl-shift-6+x)

switchA> telnet 192.168.20.2

Welcome to Multi-Protocol 2000 Series switch

switchC>ena

switchC#(# ctrl-shift-6+x)

switchA>where

NO. Remote Addr Remote Port Local Addr Local Port
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1 192.168.20.1 23 192.168.20.180 20034
2 192.168.20.2 23 192.168.20.180 20035
switchA>Resume 1
[Resuming connection 1 to 192.168.20.73 . . . ]

(=1 %)
switchB#

FH P LE switchA E4i A\ where, 7R switchA B3 R EENEEE, WA
Resume 1, BB mH P RE S 7% 1, BEIZELE, HI switchB [y S HER 5.

2.1.6 disconnect

PR P i I R A BT EE R A2 H Y telnet 21

disconnect no

S
S SR ER
no iBiTwheretiy & %25 B AT HHE Mtelnet G 175 o
Ha
o
Homst
ERES
R
FA AT DU A b A 7E 2 P i LI B 24 TR A [ 41 RS telnet i3
ER:
disconnect 4 4-4= clear telnet # 42 H X 564, AMHERAER P LE R, Fhey2iEd
1 telnet &4, BEERAER S ERER, FhLEND telnet E4&
w15l

switchA>telnet 192.168.20.1
Welcome to Multi-Protocol 2000 Series switch

switchB>ena
switchB#(#% ctrl-shift-6+x)
switchA> telnet 192.168.20.2
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Welcome to Multi-Protocol 2000 Series switch

switchC>ena

switchC#(# ctrl-shift-6+x)

switchA>where

NO. Remote Addr Remote Port Local Addr Local Port
1 192.168.20.1 23 192.168.20.180 20034
2 192.168.20.2 23 192.168.20.180 20035

switchA>disconnect 1
<Closing connection to 192.168.20.1> <y/n>y

Connection closed by remote host.
switchA>

FH P 7E switchA _E#i\ where, &7 H switchA FiEH FHENERNERE, WA
disconnect 1, BRI G H S switchB BiER:, A Y &, &R

2.1.7 clear telnet

TE R 55 280t B telnet 21 A &A% 2

clear telnet no

&% SHA

no Fshow telnetZ R fitelnet G HIF 5 -

AL AT BLAE FH i & A2 IR 55 A B Bk telnet 1.

o]l

clear telnet 1

FH PSR 28 54 1 11 telnet 2% (192.168.20.220:1097 ).
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2.1.8 show telnet

BN IR S 28 v telnet 215 1A A& 2N R

show telnet

LEE

B TIPS UM E RS .

£ F AR

FH PR DA R b iy 2R R iR 2% 48 B 1) telnet 2316 o R 1015 BEHE TS Xumithl. X
Ui 1 ARHBHIE L A

Pl

Switch# show telnet

P RoR RS 28 EN telnet 2 1E(E 2. ATE R -

NO. Remote Addr Remote Port Local Addr Local Port
1 192.168.20.220 1097 192.168.20.240 23
2 192.168.20.180 14034 192.168.20.240 23

2.1.9 debug telnet

telnet <> 1% ] debug T 2 # R l1 T -

debug telnet
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R
FEE

fE AR
F P a] LUSE H A 22K 4TJT telnet [¥) debug Ik
WG, B A AT telnet 2 1& W i B354 T ENFE debug it & H1_E . kA 4 547 debug
ZHH telnet a2 WX BIFET . FI3E 2% H R 5548 0% A telnet 22185 1) debug 15 5.,
J5 & S B i R EE Y telnet 231 (1) debug 15 2. .

15l

debug telnet
H P HTITFIEN telnet 231 1) debug k55 #5315 B -

22 RigftEHS

A e B A -
® attach-port

® autocommand
® clear line

® connect

® disconnect

® exec-timeout
® |ength

® line

® |ocation

® |ogin authentication
® monitor

® no debug all
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2.21

2H

RE

A
Ay &

P

® password

® resume

® show debug

® show line

® show tty-status
® terminal-type

® terminal monitor
® terminal width
® terminal length
® where

® width

attach-port

Hh5E telnet 1517 3 1 A1 line vty 5, A6 SR BIRF 5E i 1 HY telnet JE AL IR 32 P 5 £l vty

[no] attach-port PORT

gt SHRAR
port telnetfi 55 %% (1 7 3 1% (3001-3999).
(1
x
(CF:N
LI E S

4 3001 AWy I 11 48 7€ 2 line vty 2 3.

switch_config# line vty 2 3

switch_config_line#attach-port 3001
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2.2.2 autocommand

WE P 8k B Zem ) H shPAT I 2o a2 AT 56 BUE B T iE £z .
autocommand LINE
no autocommand
S
S S8R
LINE EPATI A A
BLER
AL E S
Pl

switch_conf#line vty 1
switch_conf_line#fautocommand pad 123456

FH P B RhG, 2 E3h PAD 3] X.121 #ilik 123456 )41,

2.2.3 clearline

TRERIRE I B -

clear line [console | viy] [number]

15l
switch#clear line vty 0

2.24 connect

P telnet JIRS 2.
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connect server-ip-addriserver-host-name {[/port port][/source-interface interface]
[/local local-ip-addr]} [/script word] [Ivrf vpnname]

S
BH SR
:erver—ip—addr/server—host-nam 46 52 P H bl S H 6 52 14144 -
port Ui 5.
interface R I L AR
local-ip-addr RAIEE AP H L .
word JEIA LK
vpnname % Fevpn 1l
Hom
FrAMES

Pl
switch# connect 192.168.20.1
2.2.5 disconnect

MR AL telnet 231

disconnect N

¥
E g SRR
N DR telnet 2 iEgm 5 .
wEN
FTA B E
N

switch#disconnect 1
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2.2.6 exec-timeout

LT 24 B FR) i K PR I T

[no] exec-timeout [time]

g
S S
BLRD T4 125 e 1
time
JaH: 0-86400.
REE

0 CF time-out FR#

LN
AL E S
i

R 2 B 0 25 RIS TRV 1 1 /N

switch_config_line#exec-timeout 3600

2.2.7 length

VT 2tk 2 — BF AT R

[no] length [value]

-
2 SR
value OZES12[AHMH . 0FKRAE T
BREE
24
RN
Lh e A
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2.2.8 line

BEAN LRI B A -

line [console |vty] [number]

S
e SHIHAA

console IisgeiE, ®_AAF—1 w50,
vty Telnet. PAD. Rlogin%s i 2k .
number R B T

RN
LEEES

1

HEANVTY H10 & 10 S4B E S,

switch_config#line vty 0 10
2.2.9 location

TSRS 24 BT 2K A

location [L/NE]

no location
¥
2% k]
LINE ENIES AT UK 52 e
L EN
e B

2.2.10 login authentication

BEE LS SRAMES AL
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[no] login authentication [default | WORD]

¥
2 SR
default W E AT T 2.
WORD UNIRIE R
RN
LI ES
w5l
switch_conf_line#login authentication test
W Z R HIIESI RN test.
2.211  monitor
fiir F AN A B A B2
[no] monitor
¥
T
o
LIRACES
15l
switch_config_line#monitor
2.2.12 no debug all
KHHT VTY 1A sl
no debug all
¥
T
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switch#no debug all
2.2.13 password
BB A 2
password {password | [encryption-type] encrypted-password }

no password

2% SHORAA

124 ERCE N, HUISC (plaintext) BN, HiSKER
% N30fL,

password

encryption-type R /R E DI AL, HATHATR SRR R Of
7, ORRAINE, JETH K encrypted-password B 3246 N 2515 () 1
[encryption-type] 3L, I AN A R Inencryption-type i B #: 4 A\ password 2 £ /)
encrypted-password TIERAARE s TR — AR A R B LIRSk I,
J& T ffrencrypted-password i Z 5 NN J5 B %50, XA
SCAT DA A 22 4 LA T 3 S04 Hh o DL SR

ISR 1) 0 e 5 n] 2 18 service password-encryption i 4 F1 enable password i 4

N
SRR
LRI E A

o]l

switch_conf#line vty 1
switch_conf_line#password test

B VTY 1 HBFIO4 BN test.

2214 resume

KE CE RN telnet & iF .
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resume N

S ¥R AR

N EEEitelnet 2 5 .

o]l

P L E S

switch#resume 1

2.2.15 show debug

BN AT VTY TR a5 2
show debug

gl
T

RN
ERSHERILES

P
Switch# show debug

http authentication debug is on
http cli debug is on

http request debug is on

http response debug is on

http session debug is on

http erro debug is on

http file debug is on

TELNET:

Incoming Telnet debugging is on
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2.2.16 showline

IR HHTA R EOIRAS -

show line {{[console | vty] [number]}

URANHE AR B os FT  ATA R EeIR S

HAZ A€ L5 a2 line — 2

2.2.17 terminal length

fii /] terminal length fir & 2022 24 B 28 3 53 B SR AT 8 S HOT GRS EHLIRES - rlogin

AU Pl iZ S H0E Azt s UNIX ML AT A4 1) no TR Uk S B AE MH -

terminal length length

no terminal length

S
S S ¥R AR
BB R RATEL
length
JEEl: 0-512.
wma
B RIR 24 1T 815
B
2Rl E &
155 FH5L A

(AT R O = el 2 S S = DU P S ] = i A
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w5l
switch#terminal length 40
Hxe®$
line
2.218 terminal monitor

TE YT L Bon AR R ARG RE R, Al#EH terminal monitor 74 . Ftar &1
no LR 5.

terminal monitor

no terminal monitor

S
[7.5=)

Aotz 10 (console) B NITIF, e &imi g N .

i DO M AT A A R XA R, ZmEtE ik k.

P51
switch#terminal monitor

Hx®os

line

debug
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2.2.19 terminal width

BRATEIL R, ML R EAT 80 NTAF. IR E AR R IR L IR ER, AR A] H R
B S HOT i NS . {54 terminal width T B AT I T8 8 Iy
A1) no IR E VA 1E

terminal width number

no terminal width

2%
3t SHRAR
number BATHI T4
7=}
FEAT L% 80 A
WEEN
ERIES
£ FtRR
2 OO B AT A AL, HXES R E, AumE itk k.
P
switch#terminal width 40
BxXae

line
2.2.20 terminal-type

BOE A ImRTY

[no] terminal-type [name]

et SHHAA
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name LI AR . H AT SCRP I 20 2R B 2 FR 45 : VT100.ANSILVT100J.

LR IC B

2.2.21 where

TR P b B AT AIE 1 Y telnet 251

where

P L E S

P51
switch#where

2.2.22 width

LT L 1) 25 3 B 3

[no] width [value]

g
S S
value 0256111 0FFARYHT.
REE
80
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3.1

3.1.1

LMK TR a5

FIE

ping

% 5 T AGS

DX AL 7T 2K APEAN X 2% (B 1 o G KX ICMP [BIREE SRR ST XS J7, ARG 5547
XF7 Y ICMP  [8] B B254 S

ping[-a] [-d] [-vrf] [-f] [-i {source-ip-address}] [-m {source-interface}] [-j host1 [host2
host3 ...]] [k host1 [host2, host3 ...]] [-] length] [-n number] [-r hops] [-s tos] [-t
ttl] [-v] [-w waittime] [-b interval] [-c] host

2 SRR
-a —Hping, HEHHwT
-d AL B R, BB B3 O
-vrf HeFEvpnff) i dinf 4
- EDF (RS D . WA P EZE SRR IR T AEMTU,

IR BRI RS AL E T, I RIRENUAGRICMP H R
o IR BIALEPERE S, RGBT H P R — A SRR T
BUMKIMTU. 77 LU AT AN U E B A2 LR NIMTU. 8
AEAL.

BB R SCR A BIRIP bk BE JE A D IPHbbk . sk, Aok ik
H i EIPHbLE .

source-ip-address

3K F source-ip-addressfE NYREIPHE .

source-interface

3R H source-interfaced® 1 (1P bEVE Y s bk

-j host1 [host2 host3...]

BEMAM IR D . By AiRE.

-k host1 [host2 host3...]

BEE IR D . B ARE.

- length WEABOCHICMPEAR KA. B4 567771,

-n number BEERIA RO B SR,

-r hops B, P I0TkhopsK . BRE: DR,
-s tos BLEARSCHIIP TOSHtos. 4E: 0.

-t it/ BEEAROCHIIP TTLSM. SR8 255,
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-v PEARA
-w waittime A ROCEE R L R R
g 2.
-b interval W R I%ping i ST A [E] E] B -

B 1028, JEHl: 0-65535, & 0.

-c fRf BT H
host HIENL.
mSER

EHE, 2REES

£ F it AR

i EE Il VTN ol vale Sl M1 1 =30 3| s L A = I L R /157 3 37 < I S I
(255.255.255.255) ¥ 22 Hhhl, WAERTA SCR #REE & 2 i o] - 0 F ki
ICMP [B] 3 175 3R ) 3C o 2% A2 e WK B B BT A B2 ML sk . @i ping 2 H Hudik
224.0.0.1, HFATUAMR R EIEM B ERTE F2 AL FEML.

R EAF 1L ping, #%Z°q"ELE Q"
BRAEHOLT, A

2% SR

! B — AR EAR
FE AR IS IR [8] A 50 WO R 25

u WENICMP H IA AT 235 5.
Q W ENCMPYE R S«
R WENCMPH & M4 32 -
T P EICMPAEET R S
P PN CMP S R S
GiitfE Rt

B SR
packets transmitted RIEIRSCHL
packets received BN RS, AEFEHEICMPHRSC.
packet loss WA BB R ST el
round-trip minfavg/max | f/NFEECORAERI (A (ZZFD).
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Fhhie E A 4
switch#ping -1 10000 -n 30 192.168.20.125
PING 192.168.20.125 (192.168.20.125): 10000 data bytes
mnnnnm
--- 192.168.20.125 ping statistics ---
30 packets transmitted, 30 packets received, 0% packet loss
round-trip min/avg/max = 50/64/110 ms
traceroute

PRI B H ) H0 R 2% o
I m) H f Rk B A AN F A AN A (TTL) () UDP 432 (83 ICMP ECHO 1 32), PA#f
B H BB . BAR ARl AR E AR K ICMP [m] Nk SCZ B TTL
EEDE 1, B TTL Z2A B tH 8. S TTL EReb 3] 0 B, B 8 m
BRG] ICMP N E R Bl k% TTL A 1 W —A B NAR ST HAERE J5 1R 1%
AR TTL (B0 1, B3| H brm R ek 25 K TTL fE.
A A b ) 2 R B ICMP BB (Time Exceeded) 5 8., A LAffiE M H 25, F)
15 H %, BT traceroute &% [ A& ¥ 1°5>30000 (1) UDP 4, H T HEER
[6] — AN 1R T34 (Port Unreachable) ) ICMP §5 2 . 22 3X MRs DUG staE, H i
7.
traceroute [-i source-ip-address ] [-m source-interface}] [-j host1 [host2 host3 ...]]

[k host1 [host2, host3 ...]] [-p port-number] [-q probe-count] [-r hops] [-t ttl] [-w
waittime] [-x icmp] [-vrf vpnname] host

S SHIREA
-i source-ip-address B AR SCR T B IR P bk
-m source-interface VB AR KA g

-j host1 [host2 host3...]

BRI . . ANiRE.

-k host1 [host2 host3...]

BERE IR D . R AR

-p port-number

B E RILUDPIRICH H i 15 . BE . 33434,

-q probe-count

BE RN IR S8 3R

-r hops ok, mEidxhopssk k. R AiCREEH.

-ttt BEEMSCHNIP TTLAt . SRE: H/NEFRTEDY 1, SRR 30,
-w waittime BEAMRSCER BRI (1. B8 35,

-x icmp R E RN SCHICMP ECHOR L. B4 : UDPHR

-vrf vpnname e FevpnL
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host HiEML.

&, ZREES

£ F AR

BRI UDP i SCHEAT I, J8 it -x icmp @4 0] PLSE SO fd I ICMP ECHO i) SCiEAT
B

R Bz L traceroute, 1%°q"ELE Q.

BETEILN,

2% SR
IN W E—ANICMP# Fi A AT AR 3o
H B —MCMPEHLA AT AR L
P P ZNCMP A AT B3E R S
IF WRICMPATTIE (FES R R,
1S W BIICMPARTT i (Y3t e A 25 2 ) )30
GiitfE Rt
et SR
hops max 5 KA Bk E (ICMP: 8 () PRAE) -
byte packets BRI SR

5l

switch#traceroute 90.1.1.10

traceroute t0 90.1.1.10 (90.1.1.10), 30 hops max, 36 byte packets
1 90221 Oms Oms Oms
2 901110 Oms Oms Oms

3.2 ¥PEIZHIT<S

ARG T R IZ W a4 . BT LU DL dr &Sk iz e g S R, ] DA FH
Al B i 4 SR i R[] 8t <1zu debug 74 ).

A WA 7@ BRI A 2, BT S BRI 2 W R
mﬁﬁ [i‘ﬁnﬂ?ﬁ

® logging
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® |ogging buffered
® |ogging console
® |ogging facility

® |ogging monitor
® |ogging on

® |ogging trap

® |ogging command
® service timestamps
® clear logging

® show break

® show debug

® show logging
3.2.1  logging

1 FH logging 4K Fa & 200 1 H & A5 Bid % 2 syslog k% #% L.
logging A.B.C.D level

no logging A.B.C.D level

SH SRR
A.B.C.D syslogi 45 a5 IPHLL .

level IWRPHEFEREN. ZH TR .

AR B S5 4% L

RN

EREES
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1= F 15 EA
logging v &K H &5 Bl % EIFE 2 1 syslog k%548 L. nJUEHAMS 2R, fEEZN
syslog k45 2%
15l
logging 192.168.1.1 errors
Hxe$

logging trap
3.2.2 logging buffered

¥ logging buffered @74, 7] LUK H (S Bl A BHLE N FFH .

logging buffered [size | level | dump ]

no logging buffered

2
2 SHHEA
size WATZEAT K/, T 409675 5 512147483647 511 .
level CRFI N R HEE RSN, Z2HE.
dump M RGREREN, KA NS BB, REE
BE B M A
B®E
A KB N A
SRR
EREES
£ FA<RA

At K HEAE RACFAERC MU WA G2t h o NAF SR PRI AT B, FTBL A7 22
IR, BTSSR HIE R

B RCRAE BN A At P I H E(E S, A show logging fiv 4
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AEEHIR KB NAE, PO 2 I8 i A A7 K

x1 HEIEREIRA)

R KA e Syslog EX
emergencies 0 System unusable LOG_EMERG
alerts 1 Immediate action | LOG_ALERT

needed
critical 2 Critical conditions LOG_CRIT
errors 3 Error conditions LOG_ERR
warnings 4 Warning conditions LOG_WARNING
notifications 5 Normal but significant | LOG_NOTICE
condition
informational 6 Informational LOG_INFO
messages only
debugging 7 Debugging messages | LOG_DEBUG
SRS

clear logging

show logging

3.2.3 logging console

f# /] logging console @4, nJ LS EREREOREEE.

f#Fi] no logging console 74, 25 10% H &G

logging console level

no logging console

BB RN

2%
e SR
level A B R ERERE N EERRH. 2R,
BRE

BTN, BonrE s 0 Er H &N debugging .
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LEE
EIEL
[

RGN G, TEIXCAEL AT 90 G Bk p on B iz 0 k.
{§ i show logging 4>, ] PLE R H E1E A0 480 ic & S B A& iHE B

* 2 HEEERHE7

7N FFH | L Syslog EX
emergencies 0 System unusable LOG_EMERG
alerts 1 Immediate action | LOG_ALERT
needed
critical 2 Critical conditions LOG_CRIT
errors 3 Error conditions LOG_ERR
warnings 4 Warning conditions LOG_WARNING
notifications 5 Normal but significant | LOG_NOTICE
condition
informational 6 Informational LOG_INFO
messages only
debugging 7 Debugging messages | LOG_DEBUG
15l
logging console alerts
Hxdos

logging facility

show logging
3.2.4  logging facility

f## H logging facility & K. B W —F R E S 2didsk. B local7, /] no
logging facility i 4[5 .

logging facility facility-type

no logging facility
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2% SRR
facility-type facility?$ . 2 WL%3.
[75=]
local7
Homzt
LR ES

£ F it AR

*= 3 facility i)

e fiik
auth Authorization system
cron Cron facility
daemon System daemon
kern Kernel
local0-7 Reserved for locally defined messages
lpr Line printer system
mail Mail system
news USENET news
sys9 System use
sys10 System use
sys11 System use
sys12 System use
sys13 System use
sys14 System use
syslog System log
user User process
uucp UNIX-to-UNIX copy system

5l

logging facility kern
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logging console

3.2.5 logging monitor
f# /| logging monitor 7%, 7 LAEHIR R E ik s B &E.
{4 no logging monitor 174, 2514 H & E B ERTELumsk L.
logging monitor /level
no logging monitor
¥
2 SR
level ¥ HEE B REL L EE RPN 2 Wk,
RE
debugging
SR
ERECES
1= Fi5 EA
#* 4 HEEEHNEZ
R RFH | ik Syslog EX
emergencies 0 System is unusable LOG_EMERG
alerts 1 Immediate action | LOG_ALERT
needed
critical 2 Critical conditions LOG_CRIT
errors 3 Error conditions LOG_ERR
warnings 4 Warning conditions LOG_WARNING
notifications 5 Normal but significant | LOG_NOTICE
condition
informational 6 Informational LOG_INFO
messages only
debugging 7 Debugging messages LOG_DEBUG
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w5l

logging monitor errors
PSR

terminal monitor

3.2.6 logging on

] logging on i & k2 i B 25 B HId %
] no logging on K25 1EFT A Hid 3% .
logging on

no logging on

w5

switch_config# logging on
switch_config# AZ

switch#

Configured from console 0 by DEFAULT
switch# ping 192.167.1.1

switch#ping 192.167.1.1
PING 192.167.1.1 (192.167.1.1): 56 data bytes

--- 192.167.1.1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 0/4/10 ms

switch#IP: s=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84,
sending
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IP: s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd
IP: =192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending
IP: s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd
IP: =192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending
IP: s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd
IP: =192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending
IP: s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd
IP: =192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending
IP: s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd

switch_config# no logging on

switch_config# AZ

switch#

switch# ping 192.167.1.1

PING 192.167.1.1 (192.167.1.1): 56 data bytes

--- 192.167.1.1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 0/4/10 ms
HxH$

logging
logging buffered
logging monitor

logging console
3.2.7 logging trap

/] logging trap @4, T LAiEHCR% 3] syslog AR %38 L HIEE &
f# 1 no logging trap >k2% 1E3E(5 Bid % 2 syslog k%54 L.
logging trap level

no logging trap

S S ¥R AR

level T HEME B R i gomsk LE B g0 . 2 0WaR5.
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H

RE
Informational
RN
2R ES
1= F 15 EA
B FICREVE A
EF-lN Ral | R Syslog EX
emergencies 0 System is unusable LOG_EMERG
alerts 1 Immediate action | LOG_ALERT
needed
critical 2 Critical conditions LOG_CRIT
errors 3 Error conditions LOG_ERR
warnings 4 Warning conditions LOG_WARNING
notifications 5 Normal but significant | LOG_NOTICE
condition
informational 6 Informational LOG_INFO
messages only
debugging 7 Debugging messages LOG_DEBUG
15l
logging 192.168.1.1
logging trap notifications
Hx®&s
logging
3.2.8 logging command

f# il logging command iy 4 KT iy & 4T

BN A & HOR
Ry BT R

ZHE, ERPITmS

1# FH no logging command 3k 5% ] .
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no logging command
N

ZRICER
P

Switch_config#logging command

Switch_config#Jul 11 15:26:56 %CMD-6-EXECUTE: ‘logging command " return 0, switch(vty O,
192.168.25.42).

PSR
logging
3.2.9 logging source-interface

B E H A B Ry

1§ i no logging source-interface k<4,

no logging source-interface
HOHER

2Rl E S
w15l

Switch_config# logging source-interface vian 1
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PSR
logging
3.2.10 logging history alerts

Fo B H &P S5 BRI alerts (25 EATE0D.

15l
Switch_config#logging history alerts
PSR
logging
3.2.11  logging history critical

P B H P 22k H R Z000 08 critical (i A8 00D

logging history warnings
RN

Z R E A&
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15l

Switch_config#logging history critical
PSR

logging

3.2.12  logging history debugging

e B H G S22k H R 203 9 debugging CRBUEED .

P

Switch_config#logging history debugging
PSR

logging

3.2.13 logging history emergencies

i & H & 4 H RN emergencies (RGEATTH ).

RE

logging history warnings
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Switch_config#logging history emergencies
PSR

logging

3.2.14  logging history errors

ficE HET 2 HRAIGA N errors GEIRTEHL .

15l

Switch_config#logging history errors
PSR

logging

3.2.15 logging history informational

i B H & 4 H R B2 58 informational (3k45 PSR,
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w5

Switch_config#logging history informational

XS
logging
3.2.16  logging history notifications

P

FCE H &P s 2% B R4 notifications (IE#{HAR B ZE 5 AL .

Switch_config#logging history notifications

PSR
logging
3.2.17 logging history warnings

ficE HET 4 H R N warnings C&E ) .
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w5l
Switch_config#logging history warnings
SRS

logging

3.2.18 logging history rate-limit

P H S E R
2%
gt SHULAA
<1-512> AR H S
[7.5=)
logging history rate-limit O
RN
EREES
P

Switch_config#logging history rate-limit 256
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PSR
logging
3.2.19 logging history size

BB H P s 2k H AR P s 2 H 8

Egl
gl SR
<0-500> 1 54k H 3R
[75=]
logging history size 0
N
ERECES
w15l
Switch_config#logging history size 256
PSR

logging

3.2.20 service timestamps

{§iH] service timestamps 74, HLE RFTE debug Bic % H HA5 BT 0T A]#K .

] no service timestamps 74, HUH R4i7E debug Bic % H A5 ST B IO [a)#K .

service timestamps [log|debug] [uptime| datetime]

no service timestamps [log|debug]

S ¥R AR
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log TElog s B BN 1)K .
debug fEdebug e B Hl HE I 1L

uptime I 6 B 2 2 e LIRS 30 BB 2E RIS e
datetime I [V 2SS S )

RE

service timestamps log date

service timestamps debug date

WEEN
ERES
£ it AR

uptime & I [E &R 8 HHHHIMM:SS, 26 B A AL 5 20 2 0AE R B[]

date #& 25 E) Bk S~ 9 YEAR-MON-DAY HH:MM:SS, % B Scist b it fa]

w5

service timestamps debug uptime

3.2.21  clear logging

FIF BT AE P 790 o H 12 B

clear logging

logging buffered

show logging
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3.2.22

show break

4>
Em
|

3%
=
=
30
e
+
=
oF
CI

¥/ show break 4

show break

£ F AR

P

show break T & 7 TR K A HAL SR 5 A BT I o mT DA RIE ke o A 1R S AT

switch#show break
Exception Type:1400-Data TLB error
BreakNum: 1 s date: 2000-1-1 time: 0:34:6
r0 r1 r2 r3 r4 r5 ré
00008538-01dbc970-0054ca18-00000003-80808080-fefefeff-01dbccat-
r7 r8 r9 r10 r11 r12 r13
00000000-00009032-00000000-7ffffff0-00008588-44444444-0054c190-
r14 r15 r16 r17 r18 r19 r20
000083f4-000083f4-00000000-00000000-00000000-00000000-00000000-
r21 r22 r23 r24 r25 r26 r27
00000000-0000000a-00000001-00000000-00000000-004d6ce8-01dbd15c-
r28 r29 r30 r31 spr8 spr9 ip
00000002-00467078-00010300-00000300-00000310-00008588-00000370-
Variables :
00008538-44444444-01dbd15c-01dbcaac-00000002-00000000-004d6ce8-
01dbca18-

00008538 --- do_chram_mem_sys_addr---bspcfg.o

0001060c --- subcmd---cmdparse.o---libcmd.a

000083e4 --- do_chram_mem_sys---bspcfg.o

0000fb24 --- lookupcmd---cmdparse.o---libcmd.a

0000f05c --- cmdparse---cmdparse.o---libcmd.a
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003e220c --- vty---vty.o---libvty.a
00499820 --- pSOS_qcv_broadcast---ksppc.o---os\libsys.a

A TR AT LS A4
1. RROR:file function.map not found

ARG BER RA KRB function.map, B KRG HIHAT
4R function.map HIMCA S 5 AZ BT BIRA S AT, SERMAAFT .

2. Exception Type—5# -7 2kl g i+ 575 1) 54 FK
3. BreakNum

BRI AR T . BB KN E, B ETRGUR AR . eI R
WO A I ] o

4. WABINE

B T H LA AR A
5. ZEX
SRR

6. HAIIHMRR

IR R G AR E map SCAF, R SRR EohbE . WREET map SCiF, G 2 BORAR R
MR . o JUAFA Rila STiF44

EATRRHI R R NN E L.
3.2.23 show debug

/1] show debug iy /RS HALITA T IT AT LI

show debug

w5

switch# show debug
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Crypto Subsystem:
Crypto Ipsec debugging is on
Crypto Isakmp debugging is on
Crypto Packet debugging is on

HxaH<$
debug

3.2.24  show logging

£ F show logging 4 27K logging (syslog) R4 .

show logging

¥
I
wRR
(ESLIN
5 A5 ER
show logging 74 7K logging (syslog)RZs, ¥ console 1] logging, monitor [
logging #1 syslog ) logging 1% -
1l

switch# show logging

Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 12 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 4 messages logged

Trap logging: level informations, 0 message lines logged

Log Buffer (4096 bytes):
2000-1-4 00:30:11 Configured from console 0 by DEFAULT
2000-1-4 00:30:28 User DEFAULT enter privilege mode from console 0, level = 15
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GBSy

clear logging
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4= SSHEEMS

4.1.1 ip sshd enable

ip sshd enable

no ip sshd enable

g
7
®RE
A fE
el
I E T K AR rsa B, JFITIRMEWT X ssh server B . AR —MER T
BRI — B 2 1 3 2 3B A .
SRR
4 ey e EAR 2
=
T4 R 5 ssh RS

switch_config#ip sshd enable

4.1.2 ip sshd timeout

ip sshd timeout time-length

no ip sshd timeout
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S SRR
time-length ST IERE BB VAL RO, BUE R 460-65535,

s
180
L
N T BIEARE N 7 ADERR TR, T ORI VAR IERE, I 88 I 5 R G
LR
2RI E AR
4

I THI R i 2 A N I B 360 D
switch_config#ip sshd timeout 360

4.1.3 ip sshd auth-method

ip sshd auth-method method

no ip sshd auth-method

B
2% S YR
method B ET 1% . TSR R 201 45 .
7<)
i “default” YlF 75513
15 AR

ssh server i [ login 288 FAE F L1 3R
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WEEN
4R B AR
Pl

N B AL E 4 o~ auth-ssh FIAIE 738, 34 H N T ssh server:

switch_config#aaa authentication login auth-ssh local
switch_config#ip sshd auth-method auth-ssh

4.1.4 ip sshd access-class

ip sshd access-class access-list

no ip sshd access-class

S SRR
access-list FrRiEip VI M FIER . 17 10 3138 44 B K EAN I 200 45

RE

TV 4% 1 51 3%

L

4 N ssh server FC B Uy R4 1138, AT A5 & U7 1042 11 51 3 mp X MU (R0 45 4 > 4

%%
wEEN
2RI E A
w15l
NI A &AL E — A4 ssh-accesslist (V5 A3 513, JE¥ LRI H T ssh server:
switch_config# ip access-list standard ssh-accesslist

switch_config_std#deny 192.168.20.40
switch_config#ip sshd access-class ssh-accesslist
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4.1.5 ip sshd auth-retries

ip sshd auth-retries times

no ip sshd auth-retries

Y
2 SHAA
times BRAMEERKEL, HUETEFI0-65535.
RE
6 IX
iRR
F P FE R R G B X i BB I B 8 ok T ssh server k%S, HENERG
BRI
N
2 R B
15l

LR INE K5 € S SRV

switch_config#ip sshd auth-retries 5

4.1.6 ip sshd clear

&% SR
ID R EisshiE B MG, BUATERI0-15.
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4.1

RE

AR

A A AT YRR TR E g5 1 ssh NiER:, A F AT NER w513 ] show ssh iy

4 ey e EAR 2

P

NI A IRER 50N 0 M IEE:

switch_config#ip sshd clear 0

.7 ip sshd silence-period
A Sk

ip sshd silence-period time-length

no ip sshd silence-period

Y
B SR ER
time-length FFER I, {9 90-3600.
RE
60s
WiER

Zdr M TR E SR . 4 8B R RS —ERE 2 e, REINNEAE

Wik, FFTEARK—BRE 2% ssh kS

o RN Bt R0

B ER RS K i ip sshd silence-period v & TC &, BRIAHA 60s; V& R E ip sshd

auth-retries W&, ZRIAN 6 K.

74



SERHACE

WEEN
4R B AR
Pl

N 4 G B AR BRIV 200s:

switch_config#ip sshd silence-period 200

.8 ip sshd sftp

ip sshd sftp

no ip sshd sftp

1 EA

win M TIT A sftp Thfg. sftp Thag2ia4ET ssh Ml % &M ehm A S, HlEd
R UL RS A m o a r, AL RcR BUR, HRS 2 e RN

SRR
4 )R e B AR
w15l

NI sftp DhRg:
switch_config#ip sshd sftp
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4.1.9 ip sshd save

ip sshd save

no ip sshd save

2H
x
BRE
x
A
%2 TRV %4, TR 3 sshserver B, & 5E flash HistBUE £H, Wik
ey, wT LAGRE G B R UH SRR, AT 4 RS Bl (]
RN
4R e BAR
o]l

N A i T R S RAF DI RE -

switch_config#ip sshd save

4.1.10 ip sshd disable-aes

ip sshd disable-aes

no ip sshd disable-aes
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®RE
AR ILAEH aes N Sk
il
i A TR BN S FE D R 2 ] aes k. BRIAAVEA] aes 5%, Hun
aes128-cbc. aes256-cbc 5.
RN
4 ey e EAR 2
5l

MRy 2RI aes NIk

switch_config#ip sshd disable-aes

11 ssh
Ak

ssh -l userid —d destIP [-c {des|3des|blowfish }] [-0 numberofpasswdprompts] [-p pori]
[-v {1]2}] [-ipv6 addr]

S
S8 SRR
— userid FH ;1 #Eserver LK S
—d destIP RA IR R I H IMIP
-0 PAE SR WO A BRI E,  SI2 B ml ) B RO X B ) 4 L (B Rllserver 111
numberofpasswdpr | & i i — A, BRIN =R, BUE G 0-65535.
ompts
-p port Server i ¥ 115, BRiAE22, BUETEHRA0-65535
-c JEASHHE o # 5vE, Bhilsd3des.
{des|3des|blowfis
h}
-v version feERA T .
-ipv6 addr P R G ipvehik
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41.

RE

12 EA

P

RE

AR

Aty A BT Rz i ssh server FE 7 %4 .

FERUERE

N A A0 1P Huhik g 192.168.20.41 1) ssh server SriEdE, K5y zmz, Nk
A blowfish:

switch#ip ssh —| zmz —d 192.168.20.41 —c blowfish

show ssh

>t
=
4
i
‘_H
Em

TN M RTIERE R A B 1 ssh server B4 iE.

78



SERHC &

=
s

H

A
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A 4 5 230 M B A 40 ssh server i

switch#show ssh

4.1.13 show ip sshd

RE

WiRA

At 4 H T A B % 1) ssh server 14 HDIRAS o
RN

AU
w5l

N A BoR AR I ssh server B HDIRES :

switch#show ip sshd
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