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(] mac access-list

] permit

] deny

° mac access-group

1.1.1  mac access-list
A Sk
[no] mac access-list name
AIMIER —> MAC V5 [ 51135 -
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5 SHULEA
name MACj 7] 51 2R B 2 FK o
RE
Vi FIR AR, RESBE I —% deny any any, [RII XA IR,
A
TAE T4 R B AR .
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B4y mac-acl ) MAC ;] 71 % .

Switch-config# mac access-list mac-acl

Switch-config-macl#
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1.1.2  permit

A
[no] permit {any | host src-mac-addr | src-mac-addr src-mac-mask } {any | host
dst-mac-addr | dst-mac-addr  dst-mac-mask}[ arp [{any | src-ip-addr} {any |
dst-ip-addr}] | ethertype]
WINMHEE—A MAC Vila IR suvr26 H »

¥
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any A -
host FH -
src-mac-addr JEMACHE HE: H.H.H
src-mac-mask JEmacHE i H.H.H
dst-mac-addr H FIMACHk 11 H.H.H
dst-mac-mask H fimacHE il H.H,H
arp VEHLE frarp$ik 3¢ -
src-ip-addr YHipith ht A.B.C.D
dst-ip-addr H Kipt ik AB.C.D
ethertype DLC T LUK X B4k E F 28 73 0x0600-0xFFFF
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aN Ll

FVFIE MAC Hitily 1234.5678.abed ) F 4l
Switch-config-macl#permit host 1234.5678.abcd any
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1.1.3 deny

A
[no] deny {any | host src-mac-addr | src-mac-addr src-mac-mask } {any | host
dst-mac-addr | dst-mac-addr  dst-mac-mask}[ arp [{any | src-ip-addr} {any |
dst-ip-addr}] | ethertype]
TR — /> MAC 71 5l iR 4% H .

¥
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any A -
host FH -
src-mac-addr JEMACHE HE: H.H.H
src-mac-mask JEmacHE i H.H.H
dst-mac-addr H fIMACH i 41t H.H.H
dst-mac-mask H fimacHE il H.H,H
arp VEHLE frarp$ik 3¢ -
src-ip-addr YHipith ht A.B.C.D
dst-ip-addr H Kipt ik AB.C.D
ethertype TR 4 LA X 540 fg 28 TR 0x0600-0xFFFF

RE
AT A

tER
TAET MAC V1] 51| % ic B A .

5

R4 5 MAC Mtk 1234.5678.abed 1341
Switch-config-macl#deny host 1234.5678.abcd any
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1.1.4 mac access-group

o ik

ESoE

mac access-group name [egress | vlan {word | add word | remove word}]
[no] mac access-group name [egress | vlan ]

o jup

[no] mac access-group name [egress]

e 3 1 B4 Jy BN B2 GUEER MAC 1 i 51 3% 5535 i B 22 B 213 11 s 42 s b

# MAC V5 17 31 3% .
S
B SRR
name MAC; 3] 5113 [ 44 FK
egress Ty [ F R N 2E 771
Vlan 7 i 513 BN FH E N7 I VLAN L
Word VLANYE [ 3£
add TRINVLANYE %
remove TR VLANE Bl 3
&
A N MAC 17 19 513 .
ER
TE4 JR B DAL BB UL B % & . BT FIRAAEAE, W@ —AN 2
ETRZIE 3
w41

fic & %5 11 g0/1 % 44 A macacl 1) MAC 5 1413 .

Switch_config_g0/1#mac access-group macacl
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