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1= 802 1xEEMS

1.1 802 1xXEEE®S

802.1x HIBLE oA -

dot1x enable

dot1x port-control

dot1x authentication multiple-hosts
dot1x authentication multiple-auth
dot1x default

dot1x reauth-max

dot1x re-authentication

dot1x timeout quiet-period

dot1x timeout re-authperiod

dot1x timeout tx-period

dot1x mab

dot1x mabformat

dot1x user-permit

dot1x authentication method
dot1x accounting enable

dot1x accounting method

dot1x authen-type. dot1x authentication type
dot1x guest-vlan

dot1x guest-vlan id

dot1x forbid multi-network-adapter
dot1x keepalive

Dot1x vendor-permit

Dot1x vendor
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L] aaa authentication dot1x
L] debug dot1x error

L] debug dot1x state

L] debug dot1x packet

L] show dot1x

1.11 dot1x enable

dot1x enable

no dot1x enable

g
x
®RE
7
£ F it AR
fiiRE 802.1x Lhfg, iR fiRE 802.1x Thk, NI F A GE)H 5 802.1x THRERT,
ISR AE I 802.1x Thfig, WA 802.1x LIRE H s FRF HUH £ 802.1x Lhfg, [N, FrA )
802.1x K A=Y CPU R, 15— B AR S —FEAE VLAN E K
RN
4R e BAR
=

NI 4K JE 3l dot1x.

Switch_config#dot1x enable
Switch_config #
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1.1.2  dot1x port-control

dot1x port-control {auto|force-authorized|force-unauthorized}

no dot1x port-control

S
S SHAR
auto Ji F1802. A HMSAIE 7 20
force-authorized s A EE .
force-unauthorized s A IEASE
s

force-authorized

£ At RA

802.1x WS — Bl 2 AT 3 1 AE T 50, A auto iy & w] LUE ML 3, %
WIET A BERCE T8 1, HiZdm DS PEABER vian 1. SR, 2aim .

Wi

LRSS

PR E R

P

N ) AR g0/ L 3l 802.1%.

Switch_config _g0/1# dot1x port-control auto
Switch_config _g0/1#

N A4 50k g0/ BB N vian =T, SR)5 550 802.1x.

Switch_config _g0/1#switchport mode trunk

Switch_config _g0/1#dot1x port-control auto

802.1x Control Failed, 802.1x cannot cmd on vlanTrunk port(g0/1)
Switch_config _g0/1#
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1.1.3  dot1x authentication multiple-hosts

dot1x authentication multiple-hosts

no dot1x authentication multiple-hosts

B®ma
2% 1F 802.1x 12 F 2 i i) .

£ <R
B— Nty AL B N 802.1x 1) multi-hosts U7 M A0 5, A2 #ALRE XS AS [E] 1 FH P #E47AGIE,
ME-H P EE S, Wm0 E N up RS B, e P R ER AT PUE I %
sty V34T U5 1]
EE: B ENVGERUS, 752X DR P T ERRAE

SRR
ity 11 e A X

w15l

N A A K AE g0/1 1A ) multiple-hosts AGE

Switch_config _g0/1# dot1x authentication multiple-hosts
Switch_config _g0/1#

1.1.4  dot1x authentication multiple-auth

dot1x authentication multiple-auth

no dot1x authentication multiple-auth
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B®ma
2% 11 802.1x £ F P NIIE .
{E AR

B —Nim R B D 802.1x FY) mutiple-auth IAERE RS, A2 BV XA P 40512470
WE, ANRMEPNEZEEARN . HEE—AH PRSI, b H 8t up, RAXMIER
FPEE R, BIVGES H R ASFELEVIE RIS i, 3% H 4 downo XA AT DLRAE
AN A BAAIE,  H—AN P GIE SRS 52 1 H A FH 7 f%) 165 U7 R ASCRR o

HER: multi-auth AERE5 guest vian AREFINECE, 5 mab thAREFEINALE . 1B
Z EHVAERR, T R Frg B BT S EHAGE .

BN
i 11 7 B A 2
w5l
N A A AE g0/ A 3 mutiple-auth AGE

Switch_config _g0/1# dot1x authentication multiple-auth
Switch_config _g0/1#

1.1.5 dot1x default

RE
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1.1

£ F it AR

K B A 4 R B K R BB E .

RN

w5

4R E BAR

T A2 dot1x BT A C B 2 HUK R BB AE -
Switch_config #dot1x default

Switch_config #

.6 dot1x reauth-max

dot1x reauth-max count

no dot1x reauth-max

2
gt S ¥R

count YAEE KBRS, JEH1-10.
[7.5=)

5
£ A5 ER

BB HEIAUER R, I CEAIE, &P LA L, D IER SRR
RN

4R E AR
15l

N A A R BCE dotx B IR SR A S K IEN 4.
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Switch_config #dot1x reauth-max 4
Switch_config #

1.1.7 dot1x re-authentication

dot1x re-authentication

no dot1x re-authentication

£ F AR

RS EIEThAE, 2 EE LU, 2 B I 0 1 AT UGE, %R T L@
g4 dot1x timeout re-authperiod, #ATHCHE .

SRR
4Ry HE B
w15l
I R R S ELAIE D) RE «

Switch_config #dot1x re-authentication
Switch_config #

1.1.8 dot1x timeout quiet-period

dot1x timeout quiet-period time

no dot1x timeout quiet-period
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g
2% SHHAA

time dot1xE A SIAER A ], EF0-65535s.
RE

60s
(EEENLE

FENIERIUG A — Be it 8], fEIZI R, Sl A 2 152 UR SR FTIAIE .
SRR

4R C BAR
=~

N A AL E quiet-period [I{E N 40.

Switch_config #dot1x timeout quiet-period 40
Switch_config #

1.1.9 dot1x timeout re-authperiod

dot1x timeout re-authperiod time

no dot1x timeout re-authperiod

g
s% S
time dotIx I\ I, 1-4294967295s.
RE
3600s
& FtER

Zin & RA RS EINIE A 2 A .
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SR
4 JR E B AR 2
51

NTH A A AL B dot1x EEAIE 1 JE 12 7200s.

Switch_config # dot1x timeout re-authperiod 7200
Switch_config #

.10 dot1x timeout tx-period

dot1x timeout tx-period time

no dot1x timeout tx-period

&% SHA

time iFfa], 1- 65535s.

wma
30s
{55 AR

i 4TI DARC B AL 7 i ] IS DA AE T35 SR AR IF TR (8] %, 7 e 32 I 18] 52 3 LR R IRV

RN
4Ry C B A
=
T T AR C B ORI 24

Switch_config # dot1x timeout tx-period 24
Switch_config #
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1.1.11 dot1x mab

dot1x mab

no dot1x mab

BRE
K
£ F it AR

2508 Ui 15 £ ToIEAE Y 802.1x & 1 i B AF T, 22 #HL {5 F Mab(MAC Authentication Bypass)
INUEFT 3, B0 i 1 £ 1) mac Huhik /v F P 42 fVEs D 4 radius IR S5 28 3E 1T IAGIE -
JFJE mab WNUE J5 . W1 R X & BE & A K % eapol_start ik 3¢, 1 A W N
request_identity 30, I G, AN AR & A SCRF 802.1x WNIER F i, F i
A mab PAIEIERE . A8 B ALK SR B R 152 45 11 mac sk o H P 44 f 5 ik 45 radius
IR 45 28 3EATIAGIE, WRAE radius IRSS 8% 4% mac #uhil, WRAIERS), i
T 3o 12ty 11U ) R 2%

HEE: JFE mab MER, AREFENACE nulti-auth 2 FHPLVGERER.
RN

ity 11 P 8 A 5k
151

NI A AE g0/1 3t 115 3 mab G .

Switch_config _g0/1# dot1x mab
Switch_config _g0/1#

10
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1.1.12 dot1x mabformat

dot1x mabformat {1|2|3|4|5|6}

no dot1x mabformat

S
S8 SRR
1 MACHE LS K : aa:bb:cc:dd:ee:ff
2 MACH:E# =: AA:BB:CC:DD:EE:FF
3 MACHuIIE#%2: aabbccddeeff
4 MACHE#%3: AABBCCDDEEFF
5 MACH3E#%3: aa-bb-cc-dd-ee-ff
6 MACH3E#% 2. AA-BB-CC-DD-EE-FF
BHa
BRIANA 1
fSEF AR

I ) mab RN, 7] LB % a4 % B AL LR 152 radius AR5 A 1 mac Mk R .

LRSS

4 ey e EAR 2

w5

N AR BC B mac 1% 08 3.

Switch_config # dot1x mabformat 3
Switch_config #

11
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1.1.13  dot1x user-permit

dot1x user-permit xxx yyy zzz

no dot1x user-permit

S
B SR
XXX HF4.
yyy A4,
zzz HF4.
HE

B HRE, Py R A .
(E L

i WL E I N E L, B R R RAGRE 8 NI )5 3h 802.1x AERT,
R XERE BT A PATINIE,  HAR P ASATIAE, B ENERK

RN
i 1 PG B A
w1l

AR g0/ BCEGRERI Y a by el d.

Switch_config _g0/1# dot1x user-permita b c d
Switch_config _g0/1#

1.1.14  dot1x authentication method

dot1x authentication method xxx

no dot1x authentication method

12
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¥
S S Hi5AA
XXX TS
RE
“default” 757
1= Fi5 EA

Zar A ECE I I R VIETE, %7 IEN S AAA R EERRAE ik —, B R
EF—Fh 7% 2 AAA ST 802.1x I P EAT VGIERT, AAA S BFRAC B AL 77 i3

(NI
LN
i 1 i B A 2K

o]l

T A A K AR S 1 gO/1 L B AIE 720 abed, %5 RS FH AL P A4 IR 8 i 1
g0/2 it B NUF 77130 efgh, 1% J794% ) radius S FEAIE

Switch_config #aaa authentication dot1x abcd local

Switch_config #aaa authentication dot1x efgh group radius

Switch_config #int g0/1

Switch_config _g0/1# dot1x authentication method abcd

Switch_config _g0/1# int g0/2

Switch_config _g0/2# dot1x authentication method efgh

1.1.15 dot1x accounting enable

dot1x accounting enable

no dot1x accounting enable

13
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1.1

RE

KA IR T RE .

£ At RA

ZAr AT TP 1 R BICIK I RE, S AURHIEDIRESS & -

B

;]_

S 11 g AR 2

P

T T AR AR I 1 g0/1 B dot1x IAEIFTITiC K Zh RE

Switch_config #dot1x enable

Switch_config #int g0/1

Switch_config _g0/1# dot1x port auto

Switch_config _g0/1# dot1x accounting enable

.16 dot1x accounting method
i SR

dot1x accounting method xxx

no dot1x accounting method

¥
S S Hi5AA
XXX 1K 7244
RE
“default” 757
1= FtER

14

ANt

o Be B v R HEIK 7%, IR AAA TR EICIKTT AL —, AN
] —MI7%: HHTIT dottx KK ThREfa , H4 liZ 05 3470k .

H

BRI IT A dot1x EAAIEDIREME -

H
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RN
i 1 PG B A

Pl

R 4 725 11 g0/ ALK 77y abed, %75 A8 ) radius AR 4 2%: JF7EN L1
g0/ FEEHE LI % b abod.

Switch_config # aaa accounting network abcd start-stop group radius
Switch_config #radius host 192.168.20.100

Switch_config #int g0/1

Switch_config _g0/1# dot1x accounting method abcd

1.1.17 dot1x authen-type. dot1x authentication type

dot1x authen-type {chap|eap}

no dot1x authen-type

BCHE 42/~ dot1x FIVVIESRAY, no fir AWk AERIME -
dot1x authentication type {chap|eap}

no dot1x authentication type

it B o R dot1x FIAEZRAY, no a2k & NERIME

B

2 )5 NERINH eap

Ui 1R BRI A R R R C B R
{5 AR5 ER

124 L B INES AL, 100 Yoz AAA ] Chap 2 Eap iAilF; f£/] Chap i MD5
Fi 7 10 challenge ¥4E A<kl , ifii 4 ] Eap i challenge 4 7 A IE AR %5 55 17~ 2E ; H5—
AN TR — A GE A, BRIATE T % A S B PR, i T
TEZRT BB Z AR, R No fir e SUBR I

15
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1.1

WEEN
S 11 M1 4 J T B A

Pl
N R A 3 1 g0/ FCEAESR AL Chap, 4 JREZRM Ny Eap.
Switch_config #dot1x authen-type eap

Switch_config #int g0/1
Switch_config _g0/1# dot1x authentication type chap

.18  dot1x guest-vlan

dot1x guest-vlan
no dot1x guest-vian

FIF 2R T dot1x () guest-vlan TjEE, no A4 KM .

S
x
B
KA
fsE 15 AR
FIFF guest-vlan DjRE, W] DATER 7 i % A W B2, 3@ ik AH B2 1 RIN guest-vian, 45
TR SE R 48 35 ) AP
%A A A R B a4 dot1x guest-vlan id 45 & 1d .
HE: 685 multiple-auth 4 [FH L E
WRER

4 ey e EAR 2

16
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w5

N A Ak TR 4 R R $T T guest-vian Thig

Switch_config #dot1x guest-vlan

1.1.19 dot1x guest-vlan id

dot1x guest-vlan id
no dot1x guest-vian

fict # %t 11 1) dot1x guest-vlan id {&, no & ERIME N 0.

Id: guest vlan fE, " LL&Z RGN Ec E /LT vian id.
RE

x
fEALEA

FIFF guest-vlan DjRE, W] DATER P i % A e B2, 3@ ik AH B2 1 RIN guest-vian, 45
TR S PR X 8% 15 Tl AR

%A A M4 7 R L E a4 dot1x guest-vlan 45 & .

HE: 685 multiple-auth 4 [FH L E
RN

Sy 11 PC A
w5l

N A A e 1 g0/1 _ERCE guest-vian id 1H .
Switch_config _g0/1#dot1x guest-vlan 2

17
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1.1.20 dot1x forbid multi-network-adapter

dot1x forbid multi-network-adapter
no dot1x forbid multi-network-adapter

fic B i 1 f25 18 2 K Y) Supplicant, no fir 4 K & ERIARC & .

£ F AR

At 1T LAZE I 2 5K R 4538 o 2% (1) Supplicant 3, By b AR A2
RN

S 11 P LA

o]l

N A AR RS T g0/ N AR IR 2 5K M ZSIERL AR ) Supplicant.
Switch_config _g0/1 # dot1x forbid multi-network-adapter

1.1.21  dot1x keepalive

dot1x keepalive
no dot1x keepalive

ERE T, JHR RARER i AT A7 A U ) D) e

18
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e
R
R
HE B ACHAXT IR B P S AT A7 A I, BT -
LR
SRR B
]
IR i 446 9% PSS SR AR 5 7 i JEAT A7 RS PO D i

Switch_config #no dot1x keepalive
Switch_config #

.22  dot1x vendor-permit

dot1x vendor-permit

no dot1x vendor-permit

4R, BEITE . KM vendor #2 K ThfE .

RE

KM

19
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1.1

£ F it AR

A48 vendor ¥ K INRE, A A VA BRHLAE VLS FE 1 7] radius IAEIRSS 2855 &
vendor {5 5. BRIANKHIILIhRE.

4R e BAR

w5

fir 4 51 B dv4 dot1x vendor fic & 13 .

NI 4R A 4 RS IT S vendor B2k D fE

Switch_config #dot1x vendor-permit

.23 dot1x vendor

dot1x vendor word

no dot1x vendor

fic & n] radius k45 2545252 /) vendor 15 & .

SHRAR

word

Vendorf{z B

RE

x

£ At RA

]

fii & vendor 15 & -

RN

4 ey e EAR 2

20
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1.1

1l
NTH iy A KR A R U N L E vendor £ 8525 LENOVO
Switch_config #dot1x vendor LENOVO
.24  aaa authentication dot1x
Bt
aaa authentication dot1x {default | word } method1 [ method?2...]
no aaa authentication dot1x { default | word}
e
¥ SRR
default BRUGMEH . 249 i Fldot1x authentication method iy 4 #&
EWNIETTVERS, A3 AE T
word REIME T IE LR
method1 [method2...] group radius. local. local-case. none
7.3
I
TR
method ZHd ik — R4 17772000 % P BN AL B RS #E4TUE, %) 802.1x 1) aaa TAIE
75 R bR H radius TAE, 0] DU FH AR H 0 B 2008 247 IE, 0 AR HORAF TR & 1
ik AT
SRR
4Rl E A
1l

T A HEE dot1x IAME T N RADIUS.,

Switch_config #aaa authentication dot1x default group radius

Switch_config #

21
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1.1.

1.1

25 debug dot1x errors

RE
x

£ it AR

KA HHAE dottx B AT M BL — PR E E, TR AELL.

.26  debug dot1x state

RE

x

£ At AR

i A% 0

2003-3-18 17:40:09 802.1x:AuthSM(GO0/1) state Connecting-> Authenticating, event rxRespld

2003-3-18 17:40:09 802.1x:G0/1 Create user for Enter authentication

2003-3-18 17:40:09 802.1x:BauthSM(GO0/1) state Idle-> Response, event authStart
2003-3-18 17:40:09 802.1x:G0/1 user "myname" denied, Authentication Force Failed

2003-3-18 17:40:09 802.1x:G0/1 Authentication Fail
2003-3-18 17:40:09 802.1x:BauthSM(GO0/1) state Response-> Fail, event aFail
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1.1.27  debug dot1x packet

RE

x

£ it AR

2003-3-18 17:40:09 802.1xG0/1 Tx --> Supplicant(0008.74bb.d21f)

EAPOL ver:01, type:00, len:5
EAP code:01, id:03, type:01, len:5

00

2003-3-18 17:40:09 802.1x:G0/1 Rx <-- Supplicant(0008.74bb.d21f)

EAPOL ver:01, type:00, len:10
EAP code:02, id:03, type:01, len:10

62 64 63 6f 6d a5

1.1.28 show dot1x

show dot1x [interface intf-id | statistics]

Kok Rk ER 802.1x lLEEE

S
3 S8
interface i rdot xi 1145
intf-id AR
statistics HoRdot1xZiiHE B
7S
G
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£ F it AR

R 802.1x FLE S E .

RN

w5

A, FE B

AR R 802.1x FLEAE R .

Switch_config#show dot1x
802.1X Parameters
reAuthen No
reAuth-Period 3
quiet-Period 10
Tx-Period 30
Supp-timeout 30
Server-timeout 30
reAuth-max 4
max-request 2
authen-type Eap

IEEE 802.1x on port GO/1 enabled

Authorized Yes

Authen Type Eap

Authen Method default

Permit Users All Users

Multiple Hosts Disallowed
Supplicant aaa(0008.74bb.d21f)
Current Identifier 21

Authenticator State Machine

State Authenticated
Reauth Count 0
Backend State Machine

State Idle
Request Count 0
Identifier (Server) 20
Port Timer Machine

Auth Tx While Time 16
Backend While Time 16
reAuth Wait Time 3
Hold Wait Time 0

24
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