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ip dhcp-relay snooping

ip dhcp-relay snooping vian

ip dhcp-relay snooping database-agent
ip dhcp-relay snooping db-file

ip verify source vlan

ip arp inspection vlan

ip source binding

arp inspection trust

dhcp snooping trust

ip-source trust

show ip dhcp-relay snooping

show ip dhcp-relay snooping binding
debug ip dhcp-relay snooping

debug ip dhcp-relay event

debug ip dhcp-relay binding

1.1 ip dhcp-relay snooping

ip dhcp-relay snooping

no ip dhcp-relay snooping

i & VLAN (1] Dhcp-relay snooping ZEETT 8 F15CHT, no &Pk R 2 ERE .
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5% H] dhep-relay snooping IhifiE.

N A 445 FF E DHCP snooping Th#g:

Switch_config#ip dhcp-relay snooping
Switch_config#

1.1.2 ip dhcp-relay snooping vlan

ip dhcp-relay snooping vlan vian_id

no ip dhcp-relay snooping vian vian_id

B SR

vlan_id VLANFRIR. BUATER: 1-4094.

i & DHCP snooping i VLAN.

T 24 7E VLAN 2 _EXF DHCP 7 3C#E4T snooping 678
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Switch_config#ip dhcp-relay snooping vian 2
Switch_config#

1.1.3 ip dhcp-relay snooping vlan vian_id max-client

ip dhcp-relay snooping vlan vian_id max-client number

no ip dhcp-relay snooping vlan vian_id max-client

S8
B SRR
vian_id VLANFRIH . IUEVERE: 1-4094,
number BN P4 0~65535
HE
ERIN N 65535 MK EL
155 HH

fic & DHCP snooping 1] VLAN FH o ¥F i K 4L, AT 21 Be 2, 24 vian
W P EOE R E M v KBS, B RVEBTT client AT L

P

NI 2K 7E VLAN 2 _EX) DHCP i30T snooping £ 2, Savr & KT H 40k 3.

Switch_config#ip dhcp-relay snooping vlan 2 max-client 3
Switch_config#

1.1.4 ip dhcp-relay snooping database-agent

ip dhcp-relay snooping database-agent A.B.C.D
no ip dhcp-relay snooping database-agent A.B.C.D

fic ® DHCP snooping 485 &40 TFTP A% 4%
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¥
¥ SHER
AB.C.D TFTP JR55#5HIPHL L
RE
Tt A 55 4% o
WiRR
WREABCE TFTP k45 asthhl, WAREATYE %0
w5l
N4 B E DHCP snooping 485E & £ 1t Ik 55 25 itk 192.168.1.1.
Switch_config#ip dhcp-relay snooping database-agent 192.168.1.1
Switch_config#
1.1.5 ip dhcp-relay snooping db-file
A
ip dhcp-relay snooping db-file name [timestamp]
no ip dhcp-relay snooping db-file [timestamp]
¥
¥ SR
Name % ArDHCP snooping 4 5& {R-AF 1K) S 44
timestamp AR AR 58 2 SO A4 TR AT I 3 IR )38
RE
A
WiER

WARBATRCE S 44, MIABEAT IR E & 07 -
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w5

N D) i A T B 03 4052 1K SCIF 44 O dhep_binding.txt.

Switch_config#ip dhcp-relay snooping db-file dhcp_binding.txt
Switch_config#

1.1.6 ip dhcp-relay snooping write-time

ip dhcp-relay snooping write-time num

no ip dhcp-relay snooping write-time

S¥
gt SR
Num #%*DHCP snooping ¥ & ¥ [a][a] kg (2-1440)
[75=]
BRI 30 Zréf
AR

G B AR ) R R PR A A 7 AT 0 ST, AR ST, M g0 E (5 2 .

o]l

IR A 4 P B A4 48 5E (R E] AT D 60 738

Switch_config#ip dhcp-relay snooping write-time 60
Switch_config#

1.1.7 ip dhcp-relay snooping write-immediately

ip dhcp-relay snooping write-immediately

no ip dhcp-relay snooping write-immediately
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RE
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R RIUE W, KL E NG E REHEE . B AERIURZ N A BT AT RE, A
SRTT RESZMA PERE -

I T B i 4 P B AR TS A SRR AR R E R

Switch_config#ip dhcp-relay snooping write-immediately
Switch_config#

1.1.8 ip dhcp-relay snooping log

ip dhcp-relay snooping log

no ip dhcp-relay snooping log

¥TIF1% log DhREJG, tn iR MIE trust 3 114 dhep server (3R 30, B4 34K syslog, ]
Wi 1 _E A EVE 1 dhep server.

N 64 B B S 55 dhep snooping F log Lhifi .
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Switch_config#ip dhcp-relay snooping log
Switch_config#

1.1.9 ip dhcp-relay snooping rapid-refresh-bind

ip dhcp-relay snooping rapid-refresh-bind
no ip dhcp-relay snooping rapid-refresh-bind

JF )5 dhcp snooping s B R TN HE -

2%
x
[75=]
T
AR
UL RETT IR LU K 55 P Dhi& mac (9 dhep By, AR o % 7 i B M N (30 s, 6
i S5 ip MU L B, BRE 08 B SRIUBAL .
FEMLDIRER LU, WSR2 sy SE 44 N B3 11, K6 T IS snooping (4 A 72 P
mac ] dhep 38, 2#51t dhep 3 E T
P
x
1.1.10  dhcp-relay snooping information option
B

ip dhcp-relay snooping information option [ format snmp-ifindex | manual |
hn-type [host] ]

no ip dhcp-relay snooping information option [ format snmp-ifindex | manual |
hn-type [host] ]
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RE

AR

w5

&% SHGAA

format snmp-ifindex {4 FHSNMP ifindex ) /5 303 5 option82 (]34 )

format manual {4 F F 3 lic & 18 5 option82( 1] %)

format hn-type [host] {4 il ciscotg R IH S option82 (7] k)

HostZR 7 it B 1 £ 9 =38 AL

FRAA SR HIBINEER % option82

8 & A ML % 7E33E4T DHCP snooping B /& 77 447 DHCP option82 kb #E . #faE T
format snmp-ifindex, M/ { I SNMP ifindex ) /7 ;U 3H S option82; # {5 T format
manual, {76 %A E A a4 “dhep snooping information circuit-id string” it &
-7 3HE option82 ) circuit-id 1ET; 5% 8 RFC3046 #L & HHS option82.

TN F iy 4 i B {# ] SNMP ifindex 1775 A5 option82.
Switch_config#ip dhcp-relay snooping

Switch_config#ip dhcp-relay snooping information option format snmp-ifindex
N A A B B A ] manual 75 3B E option82.

Switch_config#ip dhcp-relay snooping

Switch_config#ip dhcp-relay snooping vlan [WORD]  //[WORD] A i % J& 5l snooping
IhRE vian 44

Switch_config# ip dhcp-relay snooping information option format manual

1.1.11  ip verify source vlan

ip verify source vlan vianid

no ip verify source vlan vianid
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g
s% SHORA
vian id VLANARH. BUETEH]: 1-4094.
BRE
7
AR

Be BT IP YL ST VLAN,  no & B, Wi IP HRSCHYR 1P A1YE MAC
AN42 dhep snooping AT WT 21 i) dhep server 73 EC I client A ikithhl, FBALERH IP J§
Huhk I vian P ESEHROCHN AEE RS, I B R TR

w5

TR VLAN 2 [ FTA Y E S 1 5 A3 H BRAN) BOIRSCEREEAT 1P Pt bt il -

Switch_config#ip verify source vlan 2
Switch_config#

1.1.12  ip arp inspection vlan

ip arp inspection vlan vianid

no ip arp inspection vlan vianid

2%
BH S ¥R
vianid VLANFRIR. BUETER: 1-4004.
[7.5=)
x
AR

Bic B HEAT ARP 470 Y5 HhE I VLAN,  no dr 4 2B, 765 ARP 730 Y5
WG vian R, 2 ZFIHE AR S dhep server 73R4y client () IP il . mac dthlil %}
%) SIP 1 SMAC ) ARP 4§ 3.
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1.1.

w5

N AR VLAN 2 B AP B 1 (AR HERAR) IR SCEIEAT ARP RSk
LRI

Switch_config#ip arp inspection vlan 2
Switch_config#

13  ip source binding
B oHE
ip source binding xx-xx-xx-xx-xx-xx A.B.C.D interface name vlan vian-id
no ip source binding xx-xx-xx-xx-xx-xx A.B.C.D vlan vian-id
F LN MR v 1) MAC Bk Fl 1P bk 25 5€
¥
S SR
XX-XX-XX-XX-XX-XX MACHE 1k
A.B.C.D IP itk
Name E M i
vian-id vlan id*%5
RE
T
WiER
T
15l

T fr & fEH 1 GigaEthernet0/1 E4§ 5 08-00-3e-00-00-01 A1 192.168.1.2.

Switch_config#ip source binding 08-00-3e-00-00-01 192.168.1.2 interface GigaEthernet0/1
Switch_config#

10
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1.1.14  arp inspection trust

arp inspection trust

no arp inspection trust

BRE
NN RPSEIR LR R )

AR

XF T ARP {5430 LA BEAT ARP 11, no i 4 e B i A ERIAE -

o]l

N A A ¥ 1 GigaEthernet0/1 FCE A ARP {5 {3 [

Switch_config_gO0/1#arp inspection trust

1.1.15  dhcp snooping trust

dhcp snooping trust

no dhcp snooping trust

RE

BRI S 1 O A A

11
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AR
%} F DHCP {Z 13 1 A #E4T DHCP snooping ¥ill, no fir4 Bt & i H Y ERE .
1

N A F 5  GigaEthernet0/1 i & 4 DHCP {3 f£:3i 1
Switch_config_g0/1#dhcp snooping trust

1.1.16  dhcp snooping deny

dhcp snooping deny

no dhcp snooping deny

o=
Bl 02211 snooping Ml
AR

M3 1 I DHCP snooping #ll, i 2 J& H 3147 dhep snooping trust. ip-source
trust. arp inspection trust . no #ir 4 e & i A ERIAME

w5

N T F v 4 9% 3 I GigaEthernet0/1 DHCP snooping Yl

Switch_config_g0/1#dhcp snooping deny

1.1.17  dhcp snooping information circuit-id

dhcp snooping information circuit-id {string [STRING] | hex xx-xx-xx-xx-xx-xx}

12
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e
et SHRAR
string STRING Option82 circuit-id 7% IR FTH# 1) 7745 H8
hex XX-XX-XX-XX-XX-XX Option82 circuit-id 73 IHT 1 H -+ 75 HEdI 4
RE
I
WiRR
Mt 4 A DLAE RN E R client (9% 1 ERCE . BB a4 7 AL E dhep snooping MWt
i) dhep client & % dhep server [f] dhep #1 3 option82 F-#£Ti. (75 B 4T F5h 7 2\l B
option82 ik Wi H <, I 4y 4 ip dhcp-relay snooping information option format
manual)
w5l
7E3 11 g0/3 _EF-5hlic & option82 T Wiy group1, H.if 1 g0/3 J& T vlan 1.
Switch_config#ip dhcp-relay snooping
Switch_config#ip dhcp-relay snooping vlan 1
Switch_config#ip dhcp-relay snooping information option format manual
Switch_config#interface g0/3
Switch_config_g0/3#dhcp snooping information circuit-id string group1
1.1.18 dhcp snooping information remote-id string
A
dhcp snooping information remote-id {string [STRING] | hex xx-xx-xx-xx-xx-xx}
¥

S S5 A
string STRING Option82 remote-id FiE T I T H
heX XX-XX-XX-XX-XX-XX Option82 remote-id Fi&IF s B9+ 7 ik 31

13
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RE
T
WiER
B4 AT PAFE RN 82 client f03m H ERCE . B E a4 A UL E dhep snooping MM
) dhep client & 2| dhep server ] dhep # 3¢ option82 Fik i, (FFZEFHF3h 7 A E
option82 i Il JF %, UL 4 ip dhcp-relay snooping information option format
manual)
1l
1E% 1 g0/3 EFFIACE option82 F1E LN group1, HiH g0/3 J& T vian 1.
Switch_config# ip dhcp-relay snooping
Switch_config# ip dhcp-relay snooping vlan 1
Switch_config#ip dhcp-relay snooping information option format manual
Switch_config#interface g0/3
Switch_config_g0/3# dhcp snooping information remote-id string group1
1.1.19  dhcp snooping information vendor-specific
A A
dhcp snooping information vendor-specific {string [STRING] | hex
XX-XX-XX-XX-XX-XX}
e
% SHRAR
string STRING Option82 verdor-specific FiEIR B 1 B 75 &
hex XX-XX-XX-XX-XX-XX Option82 verdor-specific F1EL BT & B9 +7< #5113
RE

14
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AR

w5

Mt AT DLAE RN ERE client (955 1 ERCE . BB a4 7] UL E dhep snooping Wil
1] dhcp client &% % dhcp server [ dhep # 3 option82 F-i& . (75 E 4T H T2 7 B B
option82 i Wi H <, I 4y 4 ip dhcp-relay snooping information option format

manual)

TE# 1 g0/3 -, F 4753 00-00-00-09-0d-01-0b-78-69-61-6-6d-69-6e-37-31-31-34

fit & option82 i vendor-specific(suboption 9).

Switch_config# ip dhcp-relay snooping

Switch_config# ip dhcp-relay snooping vlan 1

Switch_config#ip dhcp-relay snooping information option format manual

Switch_config#interface g0/3

Switch_config_g0/3# dhcp shooping information vendor-specific
00-00-00-09-0d-01-0b-78-69-61-6f-6d-69-6e-37-31-31-34

1.1.20  dhcp snooping information append

dhcp snooping information append

hex

dhcp snooping information append first-subop9-param { hex xx-xx-xx-xx-xx-xx |

hostname | vianip }

dhcp snooping information append second-subop9-param { hex xx-xx-xx-xx-xx-xx

| hostname | vianip }
no dhcp snooping information append
no dhcp snooping information append first-subop9-param

no dhcp snooping information append second-subop9-param

2% SHORAA

first-subop9-param Option82 vendor-specific (suboption9) &1 j 17 it 55 — N 3
hex [Xx-xx-xx-xx-xx-xx] B

second-subop9-param | Option82 vendor-specific (suboption9) &35 fir s (H 55 — A%

15
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hex [Xx-xx-XX-XX-xX-xx] B+ 753t
hostname Option82 vendor-specific (suboption9) Fi& i FT i (1S H N+
Bl
vlanip Option82 vendor-specific ( suboption9) T & i i 4 (1 & B A
interface vlan(¥jipHiii:
o=
G
AR
By 41T LR REANERE client 10 1 RECE . BB Sbdr 27T DAL E dhep snooping MiHT
i dhcp client & %1 dhep server ] dhep i % option82 T T .
W SRS HIT NI 4. 24T T append J&, NII7E option82 15 [ suboption9
BInEAE R, BINE BN first-subop9-param fl second-subop9-param.
15l

78 11 g0/3 L4 78 7 option82 1 dhep 3¢, H + 75t il 61-62-63-61-62-63 AL &
suboption9 B NS —.

Switch_config_g0/3# dhcp snooping information append
Switch_config_g0/3#dhcp snooping information append first-subop9-param hex
61-62-63-61-62-63
Hor 61-62-63-61-62-63 Jy il LI 1N 2 i+ 75 d il o

1.1.21  dhcp snooping information drop

dhcp snooping information drop

no dhcp snooping information drop

16
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il
Bt & AT AR RN IE S client 1 H ERCE .

WA E S, BEH g EEFAE option82 EIATIE R,
w15l

7E¥i 1 g0/3 _EHLE Z 545 option82 ] dhep k.

Switch_config_g0/3# dhcp snooping information drop

1.1.22 ip-source trust

ip-source trust

no ip-source trust

BRE

NN RPSEIR LR R )
A

X IP YR IEAS A 3 AN HEAT 1P Yk i, no v 4c B i I 9 BRIME .
w5

N A A ¥ 3% 1 GigaEthernet0/1 BC & A4 IP 5 kA5 AF 3 1

Switch_config_gO0/1#ip-source trust

1.1.23  show ip dhcp-relay snooping

show ip dhcp-relay snooping

17
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RE

AR

P

L

o]l

&7~ Dhcp-relay snooping L & 15 B .

R ifi ) i 2 #5 7~ dhep-relay snooping FIRC B A5 .

Switch_config#show ip dhcp-relay snooping

1.1.24  show ip dhcp-relay snooping binding

75 dhep-relay snooping FI¥ N2 i 4552 15 2

#r4 all o~ AT Dhep-relay snooping fI455E 15 B

N A4 ¥ s dhep-relay snooping K binding 15 2.

Switch_config#show ip dhcp-relay snooping binding

18
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1.1.25 debug ip dhcp-relay snooping

debug ip dhcp-relay snooping

no debug ip dhcp-relay snooping

2%
x
[75=]
x
iRR
FFF/><1H Dhcp-relay snooping FERTF <
15l
N 6 A ¥4 T T dhep-relay snooping HIE R T4
Switch#debug ip dhcp-relay snooping
Switch#
1.1.26  debug ip dhcp-relay event
A Sk
debug ip dhcp-relay event
no debug ip dhcp-relay event
S¥
x
[7.5=)
T

19
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AR

Pl

RE

AR

w5

$TFF/%H Dhcp-relay i) event i JF- .

N A A 4T IT dhep-relay () event iR T 5%

Switch#debug ip dhcp-relay event
Switch#

1.1.27  debug ip dhcp-relay binding

debug ip dhcp-relay binding

no debug ip dhcp-relay binding

$TJF/2< Dhcp-relay snooping i binding {155

N 62 #4547 T dhep-relay snooping # binding it T 5%

Switch#debug ip dhcp-relay binding
Switch#

20
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