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arp dynamic

arp send-gratuitous
arp timeout

clear arp-cache

ip address

ip directed-broadcast
ip forward-protocol
ip helper-address

ip host

ip proxy-arp

show arp

show hosts

show ip interface
1.1.1  arp

MO E A ARP BLS, B ARP BN 2K AGREEAE ARP 2247 . IR MR I B A 25 ARP
S, {FH noarp fr4 .
arp ip-address hardware-address vian [alias]

no arp ip-address [vian]

ZH
e SR
ip-address % A B e 1 (K TP b L o
hardware-address A MR B B 1 B B
vian 1% A arp T8 i vlandii
alias (ATi) ML IaI e ix — TP U ARPI SR, it G2 A S A X A
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| | IPHi L.

17352)

ARP ZAF PAAFAE K AR A ARP RS
iy A

ZJRRCE S
it Ui

— R EALE AT LS FFBNAS ARP AT, B DA— RN TR 22 P RE D T HLAC B 5 S ARP MG .
— AL M BRER A arp 7518 H no arp ip_address vian. 5 HEFEHAS arp FTJE M) vian iy 4 AH B,
4 Rl no arp ip_address ¥4 1ZERAS arp T & MR

Nl

N X A A ECE vianl F TP Hihky 1.1.1.1. L MAC Hbtik 4y 00:12:34:56:78:90 [{IE# 45 arp.
arp 1.1.1.1 00:12:34:56:78:90 vlanl

MR A2
clear arp-cache

1.1.2  arp pending-time

WLFL ARP ZEA7 AT
arp pending-time seconds

no arp pending-time

ZH

2 SRR
seconds Hic B ARPZZATFRHT FI S FRERT 1] (F2).

B
15 #
A

E o] W=
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1 FH 23t B
arp WK ENT 242 B — 2% incomplete 25 H, b4 W B 1% incomplete 2% H 14E 7R [H]
Nl

T Ar B T arp SFHEREHT IO 1 10 .
arp pending-time 10

LEPSTisSs
show arp

1.1.3  arp max-incomplete

Fic B A58 4> ARP 2% H %= FIR.
arp max-incomplete number

no arp max-incomplete

ZH
e S¥IHEA
number it B A5e 2 ARPE HEE FIR.
&)

0 (RoRTE LD
A

Z R E A
Rl

Z AT W E ARP NI incomplete 2% H# LIR,  BIW] AR BE4T ARP fil# #1055 H 8.
ZNl

NHP AL ICE T ATEA ARP 224756 H BN 10 2%

arp max-incomplete 10
LEFSTiReS

show arp
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1.1.4  arp max-gw-retries

e B 55 i 1 2% H M DR SRR A ARP JUE 22440 I 2 744800 ) B A% T8
arp max-gw-retries number

no arp max-gw-retries

24

&% SRR
number P B 5 B i 2% H WSS BR I ARPISAE 22 AL I B8 A8 P B A% K

R

A
4 JRE BAR
A 5

B 2% H OGO ARP JFE 2 AL I 5 ZE BB RN, DAORAEAE 90 % e PO S AR . % &
BE T EFRNL A ARP B EAL KL, B CEOHOR, PRI LR

ZNl

N aSBCE 1A S E A H ISR ARP TiAE 2 A0 I E8 I 1Y) A% RO 5.

arp max-gw-retries 5
FHIG A %

show arp

1.1.5 arp retry-allarp

FL BB AE ARP ZALI X HAEAT BRI (MU E RS EDEH) ARP T0 .
arp retry-allarp
no arp retry-allarp
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i 5 B

BRI DL T AT 1 2% H ORI ARP IUECE AL EB RN . M &I 8 Ja Xt fir A R4 ) ARP
2 HRBCE AL HEF AL

Nl

N A 2B EAEXT T ARP 2% H #EAT S AL B HT R .
arp retry-allarp

FR AL
show arp

1.1.6  arp timeout

BLE ARP ZZA7 3l ARP R AAAER [A] o R 2K 2 2GR E 15, 8 no arp timeout Y
default arp timeout 7% .

arp timeout seconds

no arp timeout

default arp timeout

ZH
S SRR
seconds ARPZEAFHENASARPRIUNAZTER 0] (FP). 0 RORTEXAEIF)
EAENTIS B B ARPZEAT N2 Wl ER I R L
7S

14400 0 (4 /M)
fir A
P E &
5 FH B

WEREAEH ARP B8 00 E#HATHCE, WIBCE TR, show interface iy 4 /R 7EIX 42 1 _E T
B ARP RIGEN I [A], EoRa0:
ARP type: ARPA, ARP timeout 04:00:00

Nl

NHIX 2k A 1E#2 0 vian 10 _FFE & 3h 4 ARP BG4 A7) 18] /& 900 #0, DA ARP 2547 R
LRI
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interface vlan 10

arp timeout 900
P
show interface
1.1.7  arp dynamic

FEVF/AE 1EZ vlan i N E0AS arp 522 .
[no] arp dynamic

ZH

AR
BEORE S
s 5.9
BRI T A0 vian 35 20 arp 23]

Nl

NIHIX S A 2 AEFE I vian 10 B2 1E1% vian 3 HR 3 arp 23] .

interface vlan 10

no arp dynamic
R A2
x

1.1.8  arp send-gratuitous

It B 5 % ARP K I%IhRE
arp send-gratuitous [ interval value |
no arp send-gratuitous

ZH
S8 S ¥R
interval BB R I%E % 3 ARPHY 8] B
value I A R R Ve, B8 120 70, JEHE 15— 600 75
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e S B A
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N2 5 30 Interface Vianl N4 3% ARP KK, FFUGE KIEBIE A 3 708,

switch_config vl#arp send-gratuitous interval 180
LEPSTisSs

arp

1.1.9  clear arp-cache

THRRENA ARP 47
clear arp-cache [ ip-address [ mask | vian vianid ] ]

ZH
S SRR

ip-address IPE T ™
mask TR
vianid vlan's

i A A

R
w1l

N A TE R TE B ARP Z247 .
clear arp-cache
P
arp
1.1.10  ip address

FCEH2 1 IP ik, [RIN B et D H AT S ™% X7 A,B,C 1P #uhil, HE, Apefi
M Z AN st CERFL 41 B T BURIN, e SRR 245 0n] DR [ — S R B
Fo B, BURM$E D TRCE B BRI EAR SRR R DO ], B T g 5. — %
FI b — R AT ARG & — > b ATE PR 2 M s kit A s kil R BEAERC B 1 bl )5 74 7] BARC
B, Btk AR 2 5 A v AR btk . RSB AR O IP 4ROC, AR B R R B T
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SERILAE, SZHAURE A 2 1 EC B R SR AE [R]— R B A TP bk A i SC il
AUERANBERA 2 IXAS 1P kit (Bt 1B D, MR AR i g stk R — MR ORH R E
IP b, W HWARTH5HD (unnumbered % 11), NIXANE O ALEE TP ) 5C.

AR 1P il B 45 AR RN OO0 TP RSO AR R, mTBUEEH] no ip address 4 BR 4%
ERSABTE 1P k.

ip address ip-address mask [secondary]

no ip address ip-address mask

no ip address

ZH
BH S ¥R
ip-address IP Mtk
mask IP LR HERD
secondary (") FRIHECE MBI, WA, IR E 2P
FHubE .
R

B O EAEC EAR ST 1P Mt
A

BORCES
Rl

IR BTN B ERCE 7S 1P Hhdhik, e [E— Py B b R Gt e E AR R
R MBI R AL, 7507 5 R P51 R a3
41 OSPF WSty Zaf O — % 1R M s b AE (1 T M hEAE 7] — > OSPF area s

ZNl

T A6 A1E VLAN 10 211 FECE ik 202.0.0.1, MZ&HERY 255.255.255.0, A4MNECE T 1P
MJE HidE 203.0.0.1 F11 204.0.0.1.

interface vlan 10
ip address 202.0.0.1 255.255.255.0
ip address 203.0.0.1 255.255.255.0 secondary

ip address 204.0.0.1 255.255.255.0 secondary

1.1.11  ip directed-broadcast

Fer 1P SE R4k, FRAROSC B RR I 2R E
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ip directed-broadcast [access-list-namer]

no ip directed-broadcast

%
S S8R
access-list-name (AMHE) ViR HRR. WA E X TR, RAHHRARTHHE
RO K
&)

BREOLT, AR P ER .
A

BORES
ZNl

N FAER M vian 10 FECE R P 2T .

interface vlan 10

ip directed-broadcast

1.1.12  ip forward-protocol

240 ERCE T ip helper-address J&, FHTHE@EXTHRLE UDP A MRS #FEHROCHAT K
ip forward-protocol udp [port]

no ip forward-protocol udp [port]

default ip forward-protocol udp

¥
S S8R
port CAJ3de) 75 B4 % S P UDPHR SCIY H 1
5

% NETBIOS 4 7/li%s (Name Service) T},
A

ZJRRCE S
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i 5 B

H AT Bk48 ¥ & NETBIOS % MRS SC, R ESRA R K2 NETBIOS £ 7RSSR SC, ATUMERH T

) ’ff - ﬁ /@’\ :
no ip forward-protocol udp netbios-ns

no ip forward-protocol udp 137

il T T A5 AR R T UDP A IR HE R :

no ip forward-protocol udp
ZN (|

switch_config#ip forward-protocol udp 137
LEPSTisSs

ip helper-address

1.1.13  ip helper-address

¥ 1P 58 1)) HER O R B a2 Fa e 1 1P FE Bk, T DU S H R R Rk . RN AT
P & % A Bh k.

ip helper-address address

no ip helper-address address

¥

S SRR
address IP Bk,

R
RECE IP 35 Bk
A
BORCES
Rl
G AE X.25 #H EAVERIER],  BUOUER B B LA BER Al V) 4 o
ZNl

Ny A fE#E 1 vlan 10 FHCE IP #5 Bt 1.0.0.1.

interface vlan 10

10



REPU s

ip helper-address 1.0.0.1
GEFSTiReS
ip forward-protocol udp

1.1.14  ip host

SE XS ENLAFR—HhE ST o RSB LA PR —Hk B GT, {#/] no ip host A7 4.

ip host name address

no ip host name [ address |

¥

2 SHHAA

name FENLLFR

address IPHibE .

17352)
B B AR AT
iy A
EJRRCE S
Nl

N R HECE TP Hihk >y 202.96.1.3 (3L Z PR dns-server.
ip host dns-server 202.96.1.3

1.1.15  ip proxy-arp

FEBE 1T IRHE ARP. S FHXIRTNAE, 71 no ip proxy-arp

ip proxy-arp
no ip proxy-arp

ZH

R

FEATACEE ARP
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iy A
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i 5 B

2 AL R ARP B3R IR, A0 R S LAY BUREE SR TP kb (R eh,  ELIS R LRI 3
WRIEOAE, BB LR DL E O MAC Ml ARP WS, SRS, 780095 bR 4
SO, BEATHER . X, BIAE— G BN E S TR AR IS A, B0 S TG B R (4
WREAZ IEAS . R BRI, i BN E EARERAE R — BT R

ISR ENL T EBE AR BEIX TR S, ENEE S AL SHE R — A [P g, B, Z0
B TP bk A2 RE 6 18 s F ALV EATE R — A 1P 7R, Bt i, W] LURE AN R K4
o TR, B R ALK A SR I TR 55

Nl

T FEH 11 VLAN 10 _FFTFFCEE ARP DjRg:

interface vlan 10

ip proxy-arp
1.1.16  show arp

BoRFTH ARP RIL, GO IP shhk i) ARP WG, HI B ERIFF S ARP BUSS, 1% ARP B
VIR

show arp [local] [incomplete] [temporary] [address netmask | vian-id]

2
o SR

local 2 Ml v 1 arp
incomplete AN5EAzarp
temporary I arp
address Pk
netmask W2 HERY, T RPN i arp
vian-id arp @ vlanii I

i AR

A
1 FH 56 9

show arp ‘7R (115 B ALFE:
Protocol s, S EE sk R ) ) 4 Bk 2R A, il GNP
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Address Huht, S4EEHHEAR L 25 bt TPk

Age AAFIFIA], ARPZR I A BREIBLAE RIS A], Ao siir . 28 3epL
18 F IX 25 ARPR TN B2 I IXAME

Hardware Address YyEE il , 5 g kX R A EE L, ST R AT 5E R R T

Type HA, FoRPE I RIROCE 28R, WEEARPA, SNAPE,

Interface B0, SXAMEhEFESCER .

Nl

N A2 IR ARP 2247

switch#show arp

Protocol  IP Address Age(min) Hardware Address Type Interface
IP 192.168.20.77 11 00:30:80:d5:37:¢0 ARPA vlan 10
1P 192.168.20.33 0 Incomplete
1P 192.168.20.22 - 08:00:3e:33:33:8a  ARPA vlan 10
IP 192.168.20.124 0  00:a0:24:9¢:53:36  ARPA vlan 10

IP 192.168.0.22

08:00:3¢:33:33:8b ARPA vlan 11

N A RN RE arp TR TELHE B
switch#show arp 90.1.1.10 vlan 1

ARP entry with IP 90.1.1.10

Protocol Address:
Age(in minutes):
Hardware Address:
Type:

Interface:

1.1.17  show hosts

90.1.1.10

1c:afif7:35:d0:2a

ARPA [SU]

v(gl/24)[1]

TR LA ISR A7 1) BT R I

show hosts
ZH

VA S HEOH T .

13
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iy A
CEEES
NGl

R i A SR I LA PR IR

show hosts

UEES

2

A
P

1.1.18  show ip interface

wonEEH ERIP BLE .
show ip interface [type number | brief |
ZH
2 SHRER
type (FTik) BB,
number (Tik) BRS .
brief (ATik) IR T viands I Hip b it .
i R
EFHE
1 FH 6 9

QSRR VR BERS 2 P DU RO B, BRI, RS2 “Protocol Up”. WIARLEIXA
Bl ERCE TP kb, AZHAUR AR AR I — SR B . SRR R T, At
“Protocol Down”, X7k ELEER HUR BN . WRIGE R DRSS, RE e ZkER. &
W, SoRPTAEEOR P RLERE R

ZNl

T A 2oL VLAN 10 Ef 1P Bt &

switch#show ip interface vlan 10
vlan 10 is up, line protocol is up
IP address : 192.168.20.167/24
Broadcast address : 192.168.20.255
Helper address : not set

14
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MTU : 1500(byte)

Forward Directed broadcast : OFF

Multicast reserved groups joined:
224.0.0.9 224.0.0.6 224.0.0.5 224.0.0.2
224.0.0.1

Outgoing ACL : not set

Incoming ACL : not set

IP fast switching : ON

IP fast switching on the same interface : OFF

ICMP unreachables : ON

ICMP mask replies : OFF

ICMP redirects : ON

R Ut
b IR

vlan 10 is up WERB ORI, B gs Acup”.  WEREEOWTH, w R
LR EE LR A up T -

line protocol is up R AT DURAERURGEAS, B LR R U WA N up” . AR T
AT, e DR AR RN 2R B B S 26 i up YT o

IP address 2 O IPHbRE AR 248 654D

Broadcast address SRR .

MTU BN EKNIP MTU.

Helper address SRS B .

Directed broadcast | & HHERER R,

forwarding

Multicast reserved groups | %[ HIARIZ %A

joined

Outgoing ACL e U Fr i 0 i 42 1 2
Incoming ACL AR YN TR

IP fast switching AEHHIAE 2300 LR 758 B PR R
Proxy ARP R GSHFEARP,

ICMP redirects MR R HICMPE E A4k 3.
ICMP unreachables O TER HIICMPAS A BEHR 3L .
ICMP mask replies PR TS K HHICMPHERD S 2547 3.

15
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#23%&F DHCP Client Bt 8474

2.1 DHCP Clientfig B 54

DHCP Client it & 7 &1 :
o ip address dhcp
ip dhep client
ip dhcp-server
show dhcp lease
show dhcp server
debug dhcp
A EIR T DHCP FCE 4o 7 LU A 554 21 10 i 2 R C B M #2252 el _E DHCP h i )iz

S—

1T

2.1.1  ip address dhcp

%Li# 14 Dynamic Host Configuration Protocol(DHCP ) A #% 13545 —A™ 1P Hudik, {4 4 ip address dhep
FORCE 2. EMIER AT RIS 1P thilik, v AAE A X 2% 2 1 no A% 3K

ip address dhcp

no ip address dhcp

iy A
HORES
i FH 5

ip address dhep 72 S0 VFHE @ DHCP PR33RAS 1P Hiudilk, 100 8 PUK 42 1 3 45 3% 4% Internet
MRSSHR MR (ISP) ARE A .

WKL E T ip address dhep @4, WIAZ LK ] 2% F ¥ DHCP JIk 55 #% & 1% DHCPDISCOVER
HE.

R E T no ip address dhep @74, S HHLF &K ik DHCPRELEASE 71 & .

16
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Nl

DL 71875 VLANI1 3 353 DHCP VR 3454 111 TP Hudilk .
!
interface vlanll

ip address dhcp
FHK A2

ip dhcp client

ip dhcp-server
show dhcp lease
show dhcep server

2.1.2  ip dhcp client

Tic, & A Hh 52 4 4l DHCP 2% 7 i (1 4

ip dhcp client { minlease seconds | retransmit count | select seconds }| class_identifier WORD |
client_identifier hrd_ether | retry_interval </-1440> | timeout_shut }

no ip dhcp client { minlease | retransmit | select | class_identifier | client_identifier |
retry_interval | timeout_shut }

2
S SR
minlease seconds (A3 W42 s /MR IR, JE AL 60~86400 F5 .
retransmit count (AT PhisaRk SO AR 8, T 1~10.
select seconds (Ali%) SELECTHIRS [B][A]R&, YuFE M 5~30.
class_identifier WORD (AJig) WeE % s T iclass ID
client_identifier (A[i%) Ao B & iiclient IDAYZRAUN LUK M .
hrd_ether
retry_interval </-1440> (A3 e E EALR] R
R

minlease ZHREEH N 60 7.
retransmit ZE A E A 4 K.
select ZHRAEE T 5 F.

class identifier TLZ A E
client_identifier Z#kE HF1F
retry_interval ZHURE(H Y 1 704
timeout_shut JTLZEHE(H

17
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LS S:N
ERBCES.
it A Ui
HRAE 2% 5 # F DHCP AR 5585 K 75 22, SRR B IX L 24
WARICE T IX a1 no A A&, NIXLES KR AR Gt 5E LI .-
Nl

CLR 7 BB 7 2 ALE DHCP %) i il 4252 (14 B /ML A IR TR DA 100 #5
ip dhep client minlease 100

DA 7358 1 Sl B DHCP % 7 i Wip SR SCEAL IO 3 1.

ip dhep client retransmit 3

CLR 7 BB 7 2L | DHCP %/ 5 SELECT [ [RI[E] K&y 10 #5.

ip dhcp client select 10

FHK A2

ip address dhcp
ip dhcp-server
show dhcp lease
show dhcep server

2.1.3  ip dhcp-server

B E O DHCP IRS5#%, ] LAME T ip dhep-server fiv4 K45 & DHCP R 45251 1P Hudik .
ip dhcp-server ip-address
no ip dhcp-server ip-address

¥

2 SHIRAA
ip-address DHCP i 55 4 B IPHi AL .

By
ToAEfAT 544 1) DHCP AR 552% 1P Hudik.
A AR 2

EREES.

18
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i FH 5

i FH A 21T LLFE 5 — ) DHCP IR %28 (140 1P Hbdik, 1% AN 278 2% LURTHE 2 ) DHCP IR %5 2% 1P
gk,
A5 FH A 2 1 no #% 204 1] DL RIE B PARTC & 1) DHCP k55 2% 1P ik

Nl

T SRR AR L _E [ 38 TP HihE Sy 192.168.20.1 1R 5525 A DHCP R % 2%
ip dhep-server 192.168.20.1

R A2

ip address dhcp
ip dhcp client
show dhcp lease
show dhcp server

2.1.4  show dhcp lease

B E AT AL ) DHCP 45 #8 B S, 7T LLA show dhep lease 4K SEHL.
Show dhcp lease

¥

R

A 5
it iy & T DL 2 B SS H LT A ) DHCP iR S5 48 0 BLHI (S B
ZNl

NI SR TSI DHCP 23S 945 2 -

switch#show dhcp lease
Temp IP addr: 192.168.20.3  for peer on Interface: vlanl1
Temp sub net mask: 255.255.255.0

DHCP Lease server: 192.168.1.3, state: 4 Rebinding

19
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DHCEP transaction id: 2049

Lease: 86400 secs, Renewal: 43200 secs, Rebind: 75600 secs
Temp default-gateway addr: 192.168.1.2

Next timer fires after: 02:34:26

Retry count: 1~ Client-ID: router-0030.80bb.e4c0-v11
FHK A2

ip address dhcp
ip dhcp client

ip dhcp-server
show dhcep server
debug dhcp

2.1.5  show dhcp server

BRI R CANH DHCP JIjR%5 #4515 2., 7T LAf# A show dhep server i

show dhcep server

ZH

1732)

i A

LIRS
1 FH

fd H i 477 DL R A1) DHCP IR 454845 2.
1l

N 2408 DHCP RS 2315 B

switch#show dhcp sever

DHCP server: 255.255.255.255

Leases: 0
Discovers: 62 Requests: 0 Declines: 0 Releases: 0
Offers: 0 Acks: 0 Naks: 0 Bad:

20
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Subnet: 0.0.0.0, Domain name:
FHR AT 4

ip address dhcp
ip dhcp client
ip dhcp-server
show dhcp lease

2.1.6  debug dhcp

debug dhcp [detail]
no debug dhcp [detail]

P&

YL b dhep 1IB1THF, EAEE dhep PR HIALERARGL, W LLIZAT debug dhep A

ZH
B SHREA
detail B RDHCPHMIR SN 2
A

AL T A BRI
iy A

(EELIES
i FH 5

ERA DHCP ALBEARSC ) — L B Z AL PR, 24140 T
switch#debug dhcp

switch#2000-4-22 10:50:40 DHCP: Move to INIT state, xid: 0x7

2000-4-22 10:50:40 DHCP: SDISCOVER attempt # 1, sending 277 byte DHCP packet
2000-4-22 10:50:40 DHCP: B'cast on vlanl11 interface from 0.0.0.0
2000-4-22 10:50:40 DHCP: Move to SELECTING state, xid: 0x7

2000-4-22 10:50:46 DHCP: SDISCOVER attempt # 2, sending 277 byte DHCPpacket
2000-4-22 10:50:46 DHCP: B'cast on vlanl11 interface from 0.0.0.0

2000-4-22 10:50:54 DHCP: SDISCOVER attempt # 3, sending 277 byte DHCPpacket

21
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R A2

show dhcp lease
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#3%E DHCPSever LB S

3.1 DHCPDHIECE &<

DHCPD it B a2 A

ip dhepd ping packet
ip dhepd ping timeout
ip dhepd write-time
ip dhepd pool

ip dhepd enable

3.1.1  ip dhepd ping packets

ip dhcpd ping packets pkgs

no ip dhcpd ping packets pkgs

ZH
&% SRR
pkgs <0-10>H ping B ERLEHZRET, ping B E
1732)
2
iy A
ZJRRCE S
i FH 5
AT DU A0 i 4 SRS & DHCP IR 55 #s (e AR Atk & 5 O 4 /0o, 3% n 4> ICMP 4.
ip dhepd ping packets n
Nl

PAF dr 4 BC & DHCP k%% SR7ER A bk 2 5 C 2 /0 o, K% 1 A ICMP .
ip dhcpd ping packets 1

23
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3.1.2  ip dhepd ping timeout

ip dhcpd ping timeout timeout

ZH
e SR
timeout DHCP R % #% F TR Mtk 2 75 42 4 TERT, S5 AFICMPRLIN R (1)
I (B 100 ZR AL,

R
5

T AR
2R E &

155 FH 15691

FH P AT DAA#E FH 40 R dr 4 SR & DHCP R &5 28 R4S & bk /2 5 S 0 liehs, 2545 ICMP A1 )3 1)
FEAES B[] 4 n*100ms

ip dhepd ping timeout n

Nl

AR i 4-iC & DHCP JIR S5 a5 7E A A bl /e 75 S22 73 FE , 5545 ICMP A i) J§7 (BRI 1R 5] 29 300ms .
ip dhcpd ping timeout 3

3.1.3  ip dhcpd write-time

ip dhcpd write-time time
no ip dhcpd write-time

ZH
S SRR
time <0-43200>47%h, HNHEREL
A
5
AR
ERES
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i 5 B

P T U AR i SR G & DHCP AR 55 43508 n 208, A0REHLIE 2> Fo A5 B 5 A B 2=

ip dhepd write-time n

A AN Z S i B AR HLah B (D

Nl

LA d5 & BC & DHCP 55 #8300 1 R s st ik e 5 B 5 A B E T o

ip dhcpd write-time 1440

3.1.4  ip dhcpd pool

ip dhcpd pool name
no ip dhcpd pool name

¥

SHHAA

name

DHCPHuHEb ) 44 FK

R

A
ERCE S

A 5

FH P AT DL R iy A SR N 44 4 name [ DHCP Hihibith, 3F33E A\ DHCP Rl fic & 4 =X

ip dhepd pool name

ZNl

PLR #2144 N test ) DHCP Hbuhikitts, [E]R3E N DHCP #ihikyth it & 2.

ip dhepd pool test

ip dhepd enable ip dhepd enable

no ip dhcpd enable

ZH
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1785
AR, KM DHCP JIR%
fir A
2R E A
5 FH 1 9

F PR U A G R iy 45K 4T 7F DHCP IR%5 . BGHF, DHCP %5 2% 3 FF relay #:4E, X T H &
ANBETC R HEE >R, HCE T ip helper-address Hui I #44% /& DHCP 153K
ip dhepd enable

Nl

AR 241 JF DHCP Jl%5 .
ip dhepd enable

3.2 DHCPDH#ulF/hpIECE 7S

DHCPD Hhil it Jic & iy 2 :

) network
range
default-router
dns-server
domain-name
lease
netbios-name-server
ip-bind
debug ip dhcpd packet
debug ip dhcpd event
debug ip dhcpd all

3.2.1 network

network ip-addr netmask
no network ip-addr netmask

24
e SR
ip-addr FT B 370 BT R bkt B o0 45 b
netmask T HERD
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A
DHCP bk fic B =X .
15 FH 15691

B R] DU R Ay A SR e B R T E 3h 0 e it ik v g R £& ik . i S R H 300 e 7 2K
TERC B %A A0, 25 i AR 21 DHCP B3R SCR 36 BB — N E TP Hdik i /X 455 Fil network
HE o

Nl

PLRAr A HC & DHCP ikt 1 X 25 Hi kit A 192.168.20.0, F MRS N 255.255.255.0.
network 192.168.20.0 255.255.255.0

3.2.2 range

range low-addr high-addr
no range low-addr high-addr

¥

& SHHAA
low-addr T B35 Be ik XS R Aa bk .

hogh-addr T B 3h 7 B bk I 26 1 k.

R

A
DHCP Hifik b e B L X
Rl

FA P AT DA FH b 2 R L B T 3 sh /r BC bk X Sk . AN bk i 2 nT L& 8 4 range, R4
range FJ WA AU(E network YU N . thar 4 R T B3R T

AN
PLR A & DHCP Huhikyth ) ik 20 i X 3584 192.168.20.210—192.168.20.219,
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range 192.168.20.210 192.168.20.219

3.2.3 default-router

default-router ip-addr
no default-router

ZH
s SR
ip-addr S LI B B
1758)
7
R
DHCP Hb ikt Firt & A5 50
A FH 8 ]

PR T WA i 4R L % P LB B o, R T 4 AR B, o 9P 2 23

(I
Nl

PL R A A B 4345 DHCP & P AL S8 B N 192.168.20.1.
default-router 192.168.20.1

3.2.4  dns-server

dns-server ip-addr ...

no dns-server

ZH
5% SR
ip-addr SYHLEA % LI DNS B 5 # M0«
RE
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A
DHCP Hb kb fic B A =
15 FH 15691

FH P AT DA FH bt i 4 SR TG B 20 L 26 25 7 LTS DNS 4% #s ik, 52 I 4 4> DNS s 4%,
[ =B

Nl

DLR i A BB ML 28 % P LI DNS RS 25 hibil A 192.168.1.3 &
dns-server 192.168.1.3

3.2.5 domain-name

domain-name name

no domain-name

ZH
S SRR
name YL LA -
RE
%
fir
DHCP 1 11 it it B A 50
(R

F Ay DA b i &SR BC B 2y Bo 45 % S LI AL .
ZNl

LT i & BC B 7 e 28 % P ALK Y test.domain o

domain-name test.domain

3.2.6 lease

lease {days [hours][minutes] | infinite}

no lease
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ZH
2 S8R
days Motk 2 BE R EL
hours Hiuhik 2 Fe i) /N B
minutes Motk BC R 2 B AL
infinite Ml K A S .
7
1K
i A A
DHCP 1kt e & 45 =
A5 FH 158 B

FH AT DA b i & SR C B 70 BT 45 75 ) AL bk Fey o ] S99 R

ZNl

DA i & O B 23 e 2 7 ML stk g i ) SRR g 2 K 12 /N

Lease 2 12

3.2.7 netbios-name-server

netbios-name-server ip-addr

no netbios-name-server

ZH

SHHAA

ip-addr

R P AL E I netbios 4 - IR 45 A H ik

iy A

DHCP Hh kb fic B A2 =
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i 5 B

FH AT LIS FH I i 2SR IC B 23 O 45 2 HLIF) netbios 4 TR 55 25tk B2 W HCE 4 4> netbios 44
TR AR, ISR

Nl

DLF A B0 E 2 AL 2% P LI netbios % 7 IR % 24 bk A 192.168.1.10

netbios-name-server 192.168.1.10

3.2.8 ip-bind

ip-bind ip-addr hardware-address WORD [type] | host-name WORD | identifier WORD
no ip-bind ip-addr

ZH
S SRR
hardware-address WORD | WORD F T ULFC % 7 ML iR 2F
[type] o
type UGHCH P H 9 25 25 70
host-name WORD FFULECH P FEHL 4
A
p
i A A
DHCP 1k b e & 45 =
A5 FH 15 8

R AT DU Y e iy SR B B T 23 20 A kil ) E AL
ZNl

PL R r A ECE DHCP Fah B ihl 1.1.1.1 fE bk~ 10:a0:0¢:13:64:7d .
Ip-bind 1.1.1.1 hardware-address 10:a0:0c:13:64:7d

PLF #r 4B B DHCP F-3h70 Be il 1.1.1.2 §9% /735 ID 4 01:10:a0:0c:13:64:7d .
Ip-bind 1.1.1.2 identifier 01.10.20.0c.13.64.7d

PLF A E DHCP F2h 43 B Hht 1.1.1.3 f9FEHL4 N Router-test .

Ip-bind 1.1.1.3 host-name Router-test
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3.3 DHCPD #9 X & 4
DHCPD i #r 2 :
L debug ip dhcpd packet
® debug ip dhcpd event
L4 debug ip dhepd all

3.3.1  debug ip dhcpd packet

debug ip dhcpd packet

24

i A

A
1 FH U

F ] DU iy 45k 4T 71 DHCPD 3 545 B 1) debug JT5%.
1l

AR 241 7% DHCPD $u#f G iR A5 2 4 H T 5%
debug ip dhcpd packet

3.3.2  debug ip dhcpd event

debug ip dhcpd event

ZH

7352)

iy A

-

i
i
&F
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G ERER
F AT DA A it i 4 SR 4T JF DHCPD 45 2.1 debug 5%
NGl

LAR 64T JT %) DHCPD 44 i1k (5 B 4t 5%
debug ip dhepd event

3.3.3  debug ip dhepd all

debug ip dhcpdall

28

R

fir A

m

I

Rl
FH PR LA FH e A 45k 4T DHCPD FT A A5 B 1 debug FF ¢,
ZNl

PAF fir 24710 DHCPD B A7 i) il A5 B 5 155
debug ip dhcpd all

3.4 DHCPDHIEIE#HS

DHCPD & # iy %17 :

show ip dhcpd statistic
show ip dhcpd binding
clear ip dhepd statistic

clear ip dhepd binding

33



REPU s

3.4.1 show ip dhcpd statistic
show ip dhcpd statistic

ZH

iy A
B TP S UAMR L EIRES

i 5 B

R T A B 40K &7 DHCPD I ZEiHE R, B & RISCEBEM A s i Tah i

kL

Nl

PL T 4 s DHCPD 4 E R,

show ip dhcpd statistic
3.4.2  show ip dhcpd binding
show ip dhcpd binding {ip-addr}

¥

SHHAA

ip-addr

RN GRE (F SR .

B

BN SR E (S B .
A

Br 7P S UM E AR

A 5

FH P AT DU ey 4ok 78 DHCPD HIHb b8 e (5 5, 1P Huhk | A4 bt . 455 287 RGEE A A A]
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Nl

LA 4 i~ DHCPD R4 5E (s 8

show ip dhcpd binding

3.4.3 clear ip dhcpd statistic
clear ip dhcpd statistic

¥

BRAE

A

LA

i 5

FH P mT DA B i 4R IR DHCPD 5% THOCEE S E R .

ZNl

o

PAR i &l DHCPD X T RIS iHE B .

clear ip dhepd statistic

3.4.4 clear ip dhcpd binding

clear ip dhcpd binding {ip-addr|*}

ZH
e BEHAR
ip-addr TR S B L.
* IR BT A 1O 40 5 15 B
g

I $8 e M bk 25 2 15 R
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iy A

CEEES
s 5t

R AT DA A iy & R M B i e HUBE ISR E (5 2 -
Nl

L i & MHBR 192.168.20.210 fI485E (S .

clear ip dhepd binding 192.168.20.210

P i MR 192.168.20.210 A1 192.168.20.211 FIZEESE B .
clear ip dhepd binding 192.168.20.210 192168.20.211

LT i & MR BT B G0 E A5 2

clear ip dhepd binding *
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FH4E  IPRFEEWS

4.1 1P Servicefii B &4

IP Service it B 7 2 :

o clear tcp
clear tcp statistics
debug arp
debug ip icmp
debug ip packet
debug ip raw
debug ip tcp packet
debug ip tcp transactions
debug ip udp
ip mask-reply
ip mtu
ip redirects
ip route-cache
ip source-route
ip tcp synwait-time
ip tcp window-size
ip unreachables
show ip cache
show ip irdp
show ip sockets
show ip traffic
show tcp
show tcp brief

show tcp statistics

show tcp tcb
4.1.1  clear tcp

BB —A~ TCP %4
clear tcp {local host-name port remote host-name port | tcb address | statistics }

24

S SHRAR

37



REPU s

local host-name port A EHIPHIEFITCPSR 1 o
remote host-name port 28 v LIP3 FITCPY o
teb address B2 IE B 0 TCP 7 32 1A% $in ¥ ) YL (TCB) M ik . TCB 2 R 4t P9 38 %
TCPIEREMIARIR, T LLH iy 4 -show tep brieff3 3.

statistics TCPERERISGTHE BILE

A

R
A5 FH 158 B

clear tep fir % FE R H TEMR O A& LK) TCP &, fEFRELIEN T, Hlanis S L, o077
FHLE)F, TCP ERZLIrOALI, HEHT TCP EH L —HEHBE, RFELIEMN KIIX
TR oL, X I AT LAS A clear tep i 22K I & To AU TCP ##: . H 1, clear tep local host-name port
remote host-name port 774 H T2 1835 72 A H = ML TP kS A0 I8 3 F2 AL TP Hbhik/v 11 2 (8] 1)
TCP i%E#%. clear tep teb address v 4 H T2 k45 € TCB Hulik frbriR i) TCP &4z

zNl

TR A TS B 192.168.20.22:23 (AHh) F1192.168.20.120:4420 (i) 2 [8]f¢) TCP i%E#%. show
tep brief fr & & s T 27T TCP E# A MRz i EAUE B

switch#show tcp brief

TCB Local Address Foreign Address State

0xE85ACS 192.168.20.22:23 192.168.20.120:4420  ESTABLISHED
0xEA38C8 192.168.20.22:23 192.168.20.125:1583  ESTABLISHED

switch#clear tcp local 192.168.20.22 23 remote 192.168.20.120 4420

switch#show tcp brief
TCB Local Address Foreign Address State
0xEA38C8 192.168.20.22:23 192.168.20.125:1583  ESTABLISHED

NI B TCB itk )y Oxea38¢8 ] TCP i%4%. show tep brief fir 4 i/~ | TCP #%#:11 TCB
HhE

switch#show tcp brief
TCB Local Address Foreign Address State
0xEA38C8 192.168.20.22:23 192.168.20.125:1583  ESTABLISHED

switch#clear tcp tcb Oxea38c8
switch#show tcp brief

TCB Local Address Foreign Address State
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R A2

show tcp
show tcp brief
show tcp tcb

4.1.2  clear tcp statistics

15 TCP 4iit3dE .

clear tcp statistics

iy QB SHERE T

Nl

IR 31 235 Fr TCP Siit £ :

switch#clear tcp statistics
LEPSTisSs
show tcp statistics

4.1.3  debug arp

Ho8 ARP R HAS R, HlinkH ARP &R, WH ARP N, F| ARP iEK, & ARP MM %%,
LAF ML BB SR, ATRUH T2 ARP 2 HAEM. . H no debug arp 15 1k BoRfEE..

debug arp [ packet | delete |
no debug arp

ZH
B SRR
packet ARPHRSC K 5% H R (S B
delete ARP% H IR (R4 B
A
R
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Nl

switch#debug arp

switch#IP ARP: rcvd req src 192.168.20.116 00:90:27:a7:a9:c2, dst 192.168.20.111, vlan 10
IP ARP: req filtered src 192.168.20.139 00:90:27:d5:a9:1f, dst 192.168.20.82 00:
00:00:00:00:00, wrong cable, vlan 11

IP ARP: created an incomplete entry for IP address 192.168.20.77, vlan 10

IP ARP: sent req src 192.168.20.22 08:00:3¢e:33:33:8a, dst 192.168.20.77, vlan 10

IP ARP: rcvd reply src 192.168.20.77 00:30:80:d5:37:¢0, dst 192.168.20.22, vlan 10

B EEERY: ZHHAERE T vian 10 EYCE—A ARP 1K, K HITERITEHL IP Hidik
192.168.20.116, MAC Hiuhil:y 00:90:27:a7:a9:¢2, B ¥ K IP Hikik 24 192.168.20.111 HJ LML MAC
Mok

IP ARP: revd req src 192.168.20.116 00:90:27:a7:a9:¢2, dst 192.168.20.111, vlan 10

5B SR SCHHLERE T vian 11 _EIE] 2R H 192.168.20.139 [ ARP HihiliE K. (HE,
RAEZHAL 3L O E, XA IR G BT ERAMNES B Brel, g2 EE A IE
o SZHALINRARIGIX 565 B T ARP 247, LA RECIEMERA IR ERREGRCE 1
HHTE] HhE 0 LSS

IP ARP: req filtered src 192.168.20.139 00:90:27:d5:a9:1f, dst 192.168.20.82 00:

00:00:00:00:00, wrong cable, vlan 11

BEE R, STHRHLEMNT AL 192.168.20.77 1) MAC Hilik, FTLATE ARP 247 o8B #E L
TR ATERN) ARP RI, SFULE] ARP RE I FHEN MAC Muht. MRAEZHAKEE, XE6F
WLERAESE M vlan 10 F.

IP ARP: created an incomplete entry for IP address 192.168.20.77, vlan 10

FVKMERRY, LHENAAED vian 10 B H ARPIER, Fral iAS B ALE) 1P Hdik 2
192.168. 20. 22, 2 [111) MAC Hhhik- /& 08:00: 3e: 33:33:8a, fTif R 1 4L IP Hudik /& 192. 168. 20. 77,
XA B EE =215 B AR R .

IP ARP: sent req src 192.168.20.22 08:00:3¢e:33:33:8a, dst 192.168.20.77, vlan 10

FRAGERERW, ZHAEED vian 10 IR T 192.168.20.77 K45 A # ML 11 192.168.20.22
) ARP Wi N, 25501 ) MAC Hihik A 00:30:80:d5:37:¢0. X 2%[2 B2 = JU%&EBMHEN.
IP ARP: revd reply src 192.168.20.77 00:30:80:d5:37:¢0, dst 192.168.20.22, vlan 10

4.1.4  debugip icmp

7R Internet #EHIE B VL ACMP) HZ EAZ R 44 no debug ip icmp R4 H
debug ip icmp
no debug ip icmp

¥

Zi B S T .
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iy A
RS
i 5 B

% an A A LU IR RGUCBIAR HK) ICMP #1530, DT AR A 19 266 i 38 PR 328 422 I il SRS ff
debug ip icmp 2% H A E L, 152 0L RFC 792, “Internet Control Message Protocol”s

Nl

switch#debug ip icmp

switch#ICMP: sent pointer indicating to 192.168.20.124 (dst was 192.168.20.22), len 48
ICMP: rcvd echo from 192.168.20.125, len 40

ICMP: sent echo reply, src 192.168.20.22, dst 192.168.20.125, len 40

ICMP: sent dst (202.96.209.133) host unreachable to 192.168.20.124, len 36

ICMP: sent dst (192.168.20.22) protocol unreachable to 192.168.20.124, len 36

ICMP: rcevd host redirect from 192.168.20.77, for dst 22.0.0.3 use gw 192.168.20.26, len 36
ICMP: revd dst (22.0.0.3) host unreachable from 192.168.20.26, len 36

ICMP: sent host redirect to 192.168.20.124, for dst 22.0.0.5 use gw 192.168.20.77, len 36

ICMP: rcevd dst (2.2.2.2) host unreachable from 192.168.20.26, len 36

KEH—FEERM T
ICMP: sent pointer indicating to 192.168.20.124 (dst was 192.168.20.22), len 48

i Fii:3un
ICMP BRI 2 InternetfEH (5 S0 (ICMP) RCHIER..
Sent RIBICMPIR L
pointer indicating ICMPHRSC KA, X ANCMPR SCRRFARIPIR SC SRR, IFR T

B i, HERTYIICMPHR A :
echo reply ([B] R %)
dst unreachable (H AR 2L, .
---net unreachable (ZE AT E]15)
-—-host unreachable ( EHLA A F]%)
——-protocol unreachable (HMSAR A Eik)
---port unreachable (i I ANH 23k
---fragmentation needed and DF set ({524}, {EHDFAL# BN

---source route failed (Y 4 H1 20
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---net unknown CRAIMZE)

-—-destination host unknown CRAIZEHL)

---source host isolated Y AL FHESD

---net prohibited (5 %% FIAEHEEE 1D

---host prohibited (5 FAHLHIEE AR LD

---net tos unreachable (XERIKINREHEA, WLEA R HIL)
---host tos unreachable CWER IR, THA R HL)
source quench CJEIIH])

redirect (FEJE[]), 3F:

---net redirect (4% 5 3¢ [H])

---host redirect (FEALE E 1))

---net tos redirect (X JIR 5% S BLFN N 2% 1 2 5E 7))
---host tos redirect (R J}5% 38 AL F0 T ML E E 7))
echo ([H]F7153R)

router advertisement (% FHAZHHL 95

router solicitation (I HIAZHALIEH KD

time exceeded GEBRT), fff:

---ttl exceeded CttlitBHT)

---reassembly timeout ( EZHAMT)

parameter problem (—#ZH0E), fHE:
---pointer indicating (¥§ HiERZH0O

-—-option missed (#Ht/ > T)

---bad length (HFEFEER)

timestamp CHJ k)

timestamp reply (FJERR 25

information request ({5 8i%R)

information reply ({52 R%Z)

mask request CHEGIE K )

mask reply (FEHDRE)

WIHE RG AR I CMPRAL, R G0 TR | OMPIS B AN A QAL FH{H -

t0 192.168.20.124 ICMP#K Y H B bk /2 192.168.20.124, X 72 5] #2iX AN ICMPHR
SCI SRR S YR sk o

(dst was 192.168.20.22) 51 FRICMPHR SC IR a4 SCHT H ik & 192.168.20.22,
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len 48 ICMPH LK A2 48 =717, HP AEHEIPH LKA .

KTHE KA B MU T
ICMP: rcvd echo from 192.168.20.125, len 40

13 R
revd I BICMPIR L .
echo ICMPHRSC KA, 2 [m] RE SRR S
from 192.168.20.125 ICMPHR T (bl AL 192.168.20.125,

KTHE =GB MU T
ICMP: sent echo reply, src 192.168.20.22, dst 192.168.20.125, len 40

13 e
src 192.168.20.22 ICMPHRSCHI L & 192.168.20.22.
dst 192.168.20.125 ICMP# ) H k2 192.168.20.125,

R4 ICMP #SCRBFIANTE, F2A4ER ICMP #5C(E ERHAE R, DUE B RSCNZ .
flhn, X1 ICMP B g [k, KA T HIkE AT
ICMP: rcevd host redirect from 192.168.20.77, for dst 22.0.0.3 use gw 192.168.20.26, len 36

ICMP: sent host redirect to 192.168.20.124, for dst 22.0.0.5 use gw 192.168.20.77, len 36

Hrp s —4&E R %R, R E ML 192.168.20.77 1) ICMP FHLE & MRS,  EEALE R &
192.168.20.26 Fjik H A EHL 22.0.0.3, ICMP K 36 74

B AFRERR, KL ICMP EHLEE MR CEH] 192.168.20.124, J8E1'EHH M 192.168.20.77
FI5 F AL 22.0.0.5, ICMP RSCKE 36 F75.

XFF ICMP H BIAN ] BER L, R T FIHE T ED:

ICMP: sent dst (202.96.209.133) host unreachable to 192.168.20.124, len 36

ICMP: revd dst (2.2.2.2) host unreachable from 192.168.20.26, len 36
Hrp, H—%ERRR, ZWHICIEB B FEA P H#3C, A AR SCRIYE EAL 192.168.20.124 &
X ICMP HIFENL (202.96.209.133) AR[EIAIR L, ICMP K 36 F5.

TS BTN, AR ANk EH L 192.168.20.26 ) ICMP 4§73, i8%0 H 1ML (2.2.2.2)
ANHTEIL, ICMP RCKFE 36 7715,

4.1.5  debug ip packet

{2 7R Internet ¥ (IP) MIAZ HASE . {#H no debug ip packet 15 1E R IR {5 B .
debug ip packet [detail] /access-group ip-access-list-name] [interface type number]
no debug ip packet

B
S8 SHIRAA
detail (Al HyHIPHCCEBE R EMUE S, WPriS, UDP. TCPi; M
5, ICMPHRSCRAISE
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ip-access-list-name (A>T iy 5 B IPTE MR 4K G L T8 e 1P i)
RIIPIRSCHIE BA =Wt

interface CRL) FA-F Rl th 12 B3 4. A7 R4 5 s 1 (TP
SCHE BA R -
fir
B
it 3 B

X 2% An] LA B 1 AR AN R B BOR AR P AR 1) TP SRS 24 Iml, T AR (E A ) R R
Al

ATREHITE LA -

®  iHk

®  WAFIN IRk CE E SRR O K

® LRI FARIN

® 1% redirect 3L

® T AT VRS H I A AR 4

o T 3E1Z 1 1P options #7444

® i

®  AMUKIAIRICTHEI v, (HIE DF gk &AL

® FHkC

o IFIIPIH

® RIXIRIC

®  RIETIRIZHE

® AR LT AR RIK

® ARSI i

o Rk L e

®  RIARkICHILIE

®  BERXEEARM CRIRT LUK

®  RAPMYX

X S A2 AT e KE R S B, T USRI 7SS4 L LA R R I ASE - 75 U)o 72 2 5
MR gt RE. Ah, RATRAE A5 iR S ik, A JR g0 R B P RO R R OCE B .

i
A

ZN |
switch#debug ip packet

switch#IP: s=192.168.20.120 (vlan 10), d=19.0.0.9 (vlan 10), g=192.168.20.1, len=60, redirected
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IP: s=192.168.20.22 (local), d=192.168.20.120 (vlan 10), g=192.168.20.120, len=56, sending
IP: s=192.168.20.120 (vlan 10), d=19.0.0.9 (vlan 10), g=192.168.20.1, len=60, forward

IP: s=192.168.20.81 (vlan 10), d=192.168.20.22 (vlan 10), len=56, rcvd

2 P
P FORIXFAR B R R TIPIR L.
$=192.168.20.120 (vlan 10) | IPH SCIURHB AL FIUS B HR SCIER U AA R CADERAS 2 A b A2 R I 4

BON

d=19.0.0.9 (vlan 10) PR SC ¥ B B LA AR ST IR 2R Cln SR % EH s D 35 )
2=192.168.20.1 IPHSCI T — Bk H (o Rbhk, wTRE 2R SCHhE, 1 rT fEmte H ik,
len PR ST
redirected R B LA X ARSI MR IEICMP E 5 3RS, 3

CALR SR
forward---R SCHE L R

forward directed broadcast—14Rk SCAE N E M) FREE K, WK
TERIE O FE BT .

unroutable---H{ LR R, W EF .
source route---J5 4 i o

rejected source route--- 5 4t 2 AT A SCRAUEES 1, AL TR 4 PR %
H T AR S

bad options---IPIE IR, R EF.

need frag but DF set---ASHI IR SO 253 fr, E2DFE EAr .
revd--- R SCHA BRI .

revd fragment--- B SCo Fo
sending--- R IE A AL AR 3L

sending broad/multicast--- A& 1% At A2 BT 376/ 2 FE R SC
sending fragment--- & S TE A 53 i (FTPHR 3L

denied by in acl---# ez I 3R TT ] R AE 4

denied by out acl---# 3% 1 {) R 7 ] R A4
unknown protocol--- A K1 HHI .

encapsulation failed——Hrs 3 Fe 0, HERT LKW {2AE IR
P22 1 32 B AR SC T ARPAA BT R T 4 25 0 i, BsiX 2645 B .

FAEER, ALK A TP R, BRJEREEZ 192.168.20.120, K E$#Z vian 10 fif
BN M B, HE LR 19.0.0.9, MRIE K B R C 1K IERE D Z vian 10, ¢ H k2
192.168.20.1, #HICKER 60 F 1. KILMICHI K H 1P SR ML EIEAE R — M % b, T
S WMLEIHE D vian 10 FTEZRIM LS E, BT #HPLEE ICMP 5 5E M.
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IP: s=192.168.20.120 (vlan 10), d=19.0.0.9 (vlan 10), g=192.168.20.1, len=60, redirected

FAER, AT ICMP FEE RSO RIE, bbb R A HbE 192.168.20.22, HHbhEZ &
BRI RE 192.168.20.120, M$Z1D vian 10 & H, HF&EZ2E B KR, B DL bk 5t
F& H Bk 192.168.20.120, ICMP 5 5E [ UK FE N 56 #75.

IP: s=192.168.20.22 (local), d=192.168.20.120 (vlan 10), g=192.168.20.120, len=56, sending

F=KERERW, IPEWE—A TP 30, oA JEbEZ 192.168.20.120, #UHE 14 vian 10,
o) H ik 19.0.0.9, @ A ERER R, RIRE B X AN ROCEIFEE D VLAN 10, WGE
192.168.20.77, LK N 60 F1. XKAE B ERIZE RS K H ICMP EE R LLLE, #%
RE— %5 B BRI

IP: s=192.168.20.120 (vlan 10), d=19.0.0.9 (vlan 10), g=192.168.20.77, len=60, forward

FIKAG BRR, 1P RIE—A 1P R, JEHbhEE 192.168.20.81, #2410 7/& VLAN 10, HHY
Hihbk A& 192.168.20.22, ATEZHALEET VLAN 10 _EBCE 1 —AN IP Huhk, RCKJERE 56 777,
A H BRI

IP: s=192.168.20.81 (vlan 10), d=192.168.20.22 (vlan 10), len=56, rcvd

N A4 debug ip packet detail 4 [, H U B A B 154

switch#debug ip packet detail

switch#1P: s=192.168.12.8 (vlan 10), d=255.255.255.255 (vlan 10), len=328, rcvd, UDP: src=68, dst=67
IP: s=192.168.20.26 (vlan 10), d=224.0.0.5 (vlan 10), len=68, rcvd,  proto=89

IP: s=192.168.20.125 (vlan 10), d=192.168.20.22 (vlan 10), len=84, rcvd, ICMP: type=0, code = 0

IP: s=192.168.20.22 (local), d=192.168.20.124 (vlan 10), g=192.168.20.124, len=40, sending, TCP: src=1024, dst=23,
$eq=75098622, ack=161000466, win=17520, ACK

) P
UDP 4K, BIUDP, ICMP, TCPZ:. H & Whl A B 5 Fom
type, code ICMP#RSC IR B RIS E .
src, dst UDPAITCPH 3C B R H 3
seq TCPIR LI P H1 5 .
ack TCPHR AN T .
win TCPHR A& HE.
ACK TCPHSC 47 ] HURe h ACK 48 B 47, R IARAF 515 A 2. e
il £ SYN, URG, FIN, PSH, RST.

25 2R, YE UDP 4R3C, Y 2 68, H [ 52 67.

IP: s=192.168.12.8 (vlan 10), d=255.255.255.255 (vlan 10), len=328, rcvd, UDP: src=68, dst=67
KR BARY, BRSPS Y 89.

IP: s=192.168.20.26 (vlan 10), d=224.0.0.5 (vlan 10), len=68, rcvd,  proto=89

B2k R ERY], KB ICMP 1R3C, WICERAY 0, KRN 0.

IP: s=192.168.20.125 (vlan 10), d=192.168.20.22 (vlan 10), len=84, rcvd, ICMP: type=0, code =0
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VU5 53R, Kk TCP #3C, JHui N 1024, H G LA 23, ?ﬂ%%ﬁw%n,ﬁm
ﬁﬁnmmM%,%W@Dﬁﬁﬁ1ﬁmuwxhuuﬁ§uo%?ﬁﬂWmAx DL RFC
793— TRANSMISSION CONTROL PROTOCOL »

IP: s=192.168.20.22 (local), d=192.168.20.124 (vlan 10), g=192.168.20.124, len=40, sending, TCP: src=1024, dst=23,
seq=75098622, ack=161000466, win=17520, ACK

A R AE T R . i, R BRI 192.168.20.125 MIHRCE R, HEE
SCBRUEVT 2% abe, R A VFIRHLAE S 192.168.20.125 [ IP /3. #RJ5, 7E debug ip packet i
A g I Z T Il P 2
switch#config
switch_config#ip access-list standard abc
switch_config std nacl#permit 192.168.20.125
switch_config_std_nacl#exit
switch_config#exit
switch#debug ip packet access-group abc
switch#IP: s=192.168.20.125 (vlan 101), d=192.168.20.22 (vlan 101), len=48, rcvd
A i 4 FH B b B ) P AR, R DA PR A Je U7 ] 4% 1 2

R A2
debug ip tcp packet
4.1.6  debug ip raw

{2 7R Internet B (IP) MIAZ HASE . f#H no debug ip raw 15 1 E/x 15 B
debug ip raw [detail] [access-group access-list-group] [interface type number|

no debug ip raw

ZH
S S¥IHEA
detail (T3%) HtRIPHR S B MUE R, wikiil's, UDP. TCPiH
5, ICMP#RICEASE,
access-list-group (Alie) T pEH 5 B P YT M R B FK. A 2 fa e 1P 1]
RIIPIRCIE B 2
interface CAlge) T s A S s V2 RK . R A9 2 8 e v 1 TP
SCHE B A S
i A A
R
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{5
K% fir 4T LI T RSO S A =26 1 TP SRSC B 6, T AR 2 1
i

AT B LA

I A

® WK

® RN R SCE S R U K

o LRSI

° K% redirect i 3

° FH T A7 VR % FH G TR A6 4

° HF-3EVL 11 1P options #4644

® i

®  RHWKIAIRLFTE Sy v, H& DF gt BN

o FHHR

o HIPHH

®  RIEIRC

®  RIXITIR/ZHE

®  ARHIA IR TR

®  ARMERGRSCH S

o B SCHL U

® kiR CHL

o  HEEREEFRM CHRT LUK

®  CRAPHMY

fd X 2% i 2 ] Rg ﬁﬁiﬁ/ﬁﬁuﬂjﬁ By B DA i 78 28 4L L0 DR PR B sl Y, 5 UK 7™ 5
W RgitERe. Rk, Refd Uy i i s, 3 R R B P EOGE IR OUE B

ZN (|

5j debug ip packet —%{, #HE .
AT %

debug ip tcp packet

4.1.7  debug ip tcp packet

EREAERIML (TCP) YRS E . H no debug ip tep packet 1 1E 7w .
debug ip tcp packet
no debug ip tcp packet

ZH

ZAn WA S HER R T
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LS S:N
ERLES
Nl

switch#debug ip tcp packet

switch#tcp: O ESTABLISHED 192.168.20.22:23 192.168.20.125:3828 seq 50659460
DATA 1 ACK 3130379810 PSH WIN 4380

tcp:  ESTABLISHED 192.168.20.22:23 192.168.20.125:3828 seq 3130379810
DATA 2 ACK 50659460 PSH WIN 16372

tcp: O ESTABLISHED 192.168.20.22:23 192.168.20.125:3828 seq 50659461
DATA 50 ACK 3130379812 PSH WIN 4380

tep: O FIN_WAIT 1 192.168.20.22:23 192.168.20.125:3828 seq 50659511
ACK 3130379812 FIN WIN 4380

tep: T FIN_WAIT 1 192.168.20.22:23 192.168.20.125:3828 seq 3130379812
ACK 50659511 WIN 16321

tep: T FIN_WAIT 1 192.168.20.22:23 192.168.20.125:3828 seq 3130379812
ACK 50659512 WIN 16321

tep: I FIN_WAIT 2 192.168.20.22:23 192.168.20.125:3828 seq 3130379812
ACK 50659512 FIN WIN 16321

tcp: O TIME_WAIT 192.168.20.22:23 192.168.20.125:3828 seq 50659512
ACK 3130379813 WIN 4380

tep: I LISTEN 0.0.0.0:23 0.0.0.0:0 seq 3813109318
DATA 2 ACK 8057944 PSH WIN 17440

tcp: O LISTEN 0.0.0.0:23 0.0.0.0:0 seq 8057944

RST
i Fii:3un
tep: FKIRKTTCPHLIIE ..
0 RIETCPHR L.
ESTABLISHED TCPIEFEN M HDIRES . R T TCPERDIRAES MR, 2 Wdebug ip tep
transactions i 4 i B »
192.168.20.22:23 ST HIPE L 192.168.20.22, JFum 2 23,
192.168.20.125:3828 oCH B k2 192.168.20.125,  H A% 2 3828.
seq 50659460 WX HIF 5 2 50659460
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DATA 1 S WA SRS 14
ACK 3130379810 WM S & 3130379810,
PSH S A ] LA PSH A B A7

How B HI EL AT B ACK, FIN, SYN, URG, RST.

WIN 4380 TSR B 1k Tl o) 5 B R R A X R/, B R A 4380
FAT,
I B TCPHR Y .

AR IR B AR BT, BRI TCP RS iz A RUA. -
LEFSTiReS
debug ip tcp transactions

4.1.8  debug ip tcp transactions

TR P (TCP) MIEEALZHAZE, #lW TCP EHRE NS . H no debug ip tep
transactions 15 1 7R

debug ip tcp transactions

no debug ip tcp transactions

iy B SO T

Nl

switch#debug ip tcp transactions

switch#TCP: rcvd connection attempt to port 23

TCP: TCB 0xE88ACS created

TCP: state was LISTEN -> SYN_RCVD [23 ->192.168.20.125:3828]

TCP: sending SYN, seq 50658312, ack 3130379657 [23 -> 192.168.20.125:3828]
TCP: state was SYN RCVD -> ESTABLISHED [23 -> 192.168.20.125:3828]
TCP: connection closed by user, state was LISTEN [23 -> 0.0.0.0:0]

TCP: state was TIME_WAIT -> CLOSED [23 -> 192.168.20.125:3827]

TCP: TCB 0xE923CS8 deleted

TCP: TCB 0xE7DBCS created
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TCP:

TCP:

TCP:

TCP:

TCP:

TCP:

TCP:

TCP:

TCP:

connection to 192.168.20.124:513 from 192.168.20.22:1022, state was CLOSED to SYN_SENT
sending SYN, seq 52188680, ack 0 [1022 -> 192.168.20.124:513]

state was SYN_SENT -> ESTABLISHED [1022 -> 192.168.20.124:513]

rcvd FIN, state was ESTABLISHED -> CLOSE_WAIT [1022 -> 192.168.20.124:513]
connection closed by user, state was CLOSE_WAIT [1022 -> 192.168.20.124:513]

sending FIN [1022 -> 192.168.20.124:513]

connection closed by user, state was LAST _ACK [1022 -> 192.168.20.124:513]

state was LAST_ACK -> CLOSED [1022 -> 192.168.20.124:513]

TCB 0xE7DBCS deleted

=

o Hi

TCP: FRERTCPE HAZ R .

revd connection attempt to | WrEXFuE I 23 (telnetdiit 1) FIEREE K.
port 23

TCB 0xE88ACS created AR —ANFITCPIE S HlE, FHAR A 0XxES8ACS.

state  was LISTEN -> | RIRTCPIREHLHIIRAMLISTEN #FISYN RCVD.
SYN_RCVD

A BE I TCPIRE A -
LISTEN---%545 3k BT & iy LWL TCPIEREE K o

SYN_SENT-—& Hi %81 R LUE AL TCPIEBE I i,  IEFEZE X 71N
SYN_RCVD---I FlI5t 77 g EE R I R L, HERHTHCH
FEHAG R, IETEAEAEN 77 1R R
ESTABLISHED---R /R L), AT 8L 1R B, W LAIK
AW NAENIOEVE/ TR

FIN_WAIT_1---C& X 7 K HEEL LR, SRR kA,
PABR 77 I e 6 1t oK

FIN_WAIT_2---C 2 ] 7 & e 2 11 5K, FFRUSCED0 77 A
IETESE R 7 R 1 oK
CLOSE_WAIT---It BI%} 77 &4 g R, Kk, IEESREA
R P OGP R, — BRI RO IER:, RO R NGB0
CLOSING--- B & )%t J7 e M B R g SR, I3 7 HOE B &
1EERIF R I, IEESERRN T 5 AR e 26 1 BV SR A o
LAST_ACK---C & BN 7 FEBZ LSRN, R HIEBZL IR
R, IEESEREMIN.

TIME_WAIT---1E7E 55 155 /2 1 1 B 1) LR 5 %o 5 3 7 A i 3o & (1)

51



REPU s

EERRA LR AN, BLRATSE P 26 h AR R A DS AN F2 R4 S
Fik B BB E 5

CLOSED---F/R SE Al B iR T A 52 4k Ml

W T AR ECONVEARRIE B, E S RRFC 793, TRANSMISSION
CONTROL PROTOCOL .

[23 > | fEFES

192.168.20.125:3828] . X
F—AME (23) FIRAHITOPIG 1 .

B TAME (192.168.20.125) FRumi | PHuHE .

=AML (3828) FKonizun TCPR I .

sending SYN KA — ARG R SC (TCPHR L FEHILLRFh ISYNE AL . HE
I TCPF# LA B HESYN, ACK, FIN, PSH, RSTHIURG.

seq 50658312 KRS R 5154 50658312

ack 3130379657 RHBARSTEIN Sy 3130379657,

revd FIN e B R R E R (TCPHR K] EuRe o FIFINEL AL -

connection closed by user 2 N ER K A TCPE

connection timed out ERERBIN RIS A .

MR A2
debug ip tcp packet
4.1.9  debugip udp

SonH P EHER I (UDP) A EASE . f#H A4 no debug ip udp 15 1E IR,
debug ip udp
no debug ip udp

ZH

Z B SR T .
A

ERLEEN

ZNl

switch#debug ip udp
switch#UDP: rcvd sre 192.168.20.99(520), dst 192.168.20.255(520), len = 32

UDP: sent src 192.168.20.22(20001), dst 192.168.20.43(1001), len = 1008
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g i
UDP: TR AAF SRR T UDPIR L.
revd WEIHR
sent KRR
stc UDPHR S KIHIP b IE ATUDPSR 1
dst UDPHR LK B TP FIUDP [
len UDPRSCIKE .

FrLL, 55— B Ul E|—A UDP &3¢, KEFHL 192.168.20.99, il 124 520, H k2
192.168.20.255, H K 12 520, RICKEH 32 F1.

B EEUWHAE — UDP #3C, Al & 192.168.20.22, i [ 5& 20001, H Rkt 2
192.168.20.43, H )i 14& 1001, $RCKEEHN 1008 F 15,

4.1.10  ip mask-reply

FORSHMESRE L BN 1P MRS TE K. WRESCPHIX BTN AE, 1 no ip mask-reply.
ip mask-reply

no ip mask-reply

default ip mask-reply

28

PALESPESE 2 CITS
B

A% TP Mtk FEID i 2R o
A

BORCES

ZNl

interface vlan 11

ip mask-reply

4.1.11 ipmtu

WEE LR M IP R KR IE R IG (MTU) K, #H ip mtu @74 W R EHFHH MTU
RAMH, A no ip mtu A,
ip mtu bytes

no ip mtu
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M
e SR
bytes BLF L ST PR HA I
RE

FRYE 2 O PEE A R, R 0 B KA K (mtw) #HH. b2 68 75,

A
PO E &

15 FH 56 90
IR TP R SCK L 2 8 B ) TP MTU, S AL R S5 Fr o BT IEAE [ — B R i
%, MAZ W EAH R MTU 74 G885 . MTU {8 G B OB @74 mtu W E) 250 [P MTU
fi. W5 IPMTU {E MTU EAHR, 40472 MTU 55, IPMTU F{E 2 [ 3028 A3 1 MTU

. 2, 2475 IP MTU {EA 2501 MTU 18 .
IP MTU s/ME N 68 F71, s NEA T OB E Y MTU,

ZNl

T F A A2 L) TP MTU %4 200:

interface vlan 10

ip mtu 200
LEFSTiReS
mtu

4.1.12  ip redirects

K% IP ICMP € AR 3. ANKi% ICMP EE AR, T4 no ip redirects.
[no] ip redirects

24
A SRR T
17352)
—EOL T, 1P HE A RO SE BORIERT . HE, WERA TR D ERCE 1A S B B

B I AR B B o 10 H, AR BLE S iy S LB K e B A0, IXTRe A= A
NITIF
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iy A
O ES
i 5 B

2SS A VAL ARSI I 5% BT A BR) B8 3 1 MISC B S AR AR ) 5 T L A 4 S ) =Lt
ELE AL FIZ M2 E RS, RGP e DU —A ICMP H5E AR SC, 38 AN E AL
HHACIRA A AU E A B H ik RO, 1AL X 6 A2 bl Kk .

IR OB E A BTN, &IE TP 5 5E [ i SO e P Bk L E K

Nl

N AR D vian 10 E3TIFAIE ICMP 5 5E [ SC I L fE -

interface vlan 10

ip redirects

4.1.13  ip route-cache

TEF O BB E TS UV % B 2 A7 R L 7 1P 4 SC. {8 no ip route-cache iy 424 1148 % FH 22
o

[no] ip route-cache

[no] ip route-cache same-interface

ZH
e S¥IHEA
same-interface FUVE PR ST PO A e B3 11
178)

FEFE O SO VPHRIE A, 2R IR [R]— 352 1 PR S 4
iy A

HORCES
it Ui

% 22 A7 TRkl / B ) stohl X 3 S SCHEAT B 33 i

FOVF % G A7 2= o % S ML RSO Rt g o (H R AR 2R RS (64k BUEAR) |, % Rii%
AR R BRI AF

F P AT BLR fir 4> ip route-cache same-interface J0¥F[R]—32 1) IP PRI e, BIf2lce O A k4%
CARE . BEAEOL T, BUCAZETFRIX—IhRe, BRI i A2 L r B M DI RE P 98 . 2R P
B IATAEIEZR NS, Flanmib gk, v DLW 4848 DU R X T R . a0 A el A, B,
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C IR — i gk, (HHAH A—B fil B—C 8K, A Il C FdE{E0gih B i,
A—B—C, B M\#EFZHOH—/ DLCI & A B3, SR 5 IR —4 104 5% —4~ DLCI &ki%%| C.

Nl

T4 SV Al — 3% O R PR AT e

ip route-cache same-interface

IO R IR PR A e, LA [R5 ) PR AL e

no ip route-cache

oA REE IR R — % D pRag A e

no ip route-cache same-interface

THl RGN BISRAEICE (FRVFPRE e, FEIE R 3% DA PRE A O

ip route-cache
LEPSTisSs
show ip cache

4.1.14  ip route-cache hit-numbers

7 2 Jr T BB 2 M6 P 2 i 2 0 B 3P vh G A o (R 2% 0 20 B8 - i e 2 47 o ek i 7 ) i b Ik
%

ip route-cache hit-numbers hit-number
no ip route-cache hit-numbers

¥

el SR
hit-number BAFGAF % T 2% F RGN BT ey 2 A b I P 7R R i POk B

B
BAEEN 5
A
E o] W=
A 5
i & T BB R G A7 P K 2% H G0 BB 1 36 vh G2 A b P 7 L iy b
ZNl

TH 2 BB TR A7 h 2% B A I R 28N BIRE 1F i th g2 AE
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ip route-cache hit-numbers 2
FHK A2
show ip cache

4.1.15  ip route-cache age-exf

P4 R e B A E 1% 2, 45 5 AR ELERE AT EHLES t (cache) iR~ — Bl a 45 5 S AE1F 7 # H1 (exf)
N —BAHE, B ER A A AL

[no] ip route-cache age-exf

¥

7352)
B NTTIF

iy A
ZJRRCE S

i FH 5

A AR ELERE AT AL T — B 5 SR A i R R —BEAR R, % T BCE R S N BRI A
PEEMLER

Nl

TE4 )5 no ip exf HIEIL R, T =2 R AR T —4% dst:192.200.1.1 nh:192.3.3.2 {3E ELEAE
P FHLEE o BEB A N A2 2 R FTIT ip exf, HR¥PE4JS ip route-cache age-exf I J5 5 i 2 7= A DA
THIFhA
a. JFR3: 764 B dst:192.200.1.0/24 nh:192.3.3.2 3% 4% 6 14 7 W9 2% e A [ I A BR
dst:192.200.1.1 nh:192.3.3.2 iX £ fi 4 FHLER H
b. RIFFE: AR dst:192.200.1.0/24 nh:192.3.3.2 3X 2% B 47 2% £ 09 [ B A7 SR 45 B4
dst:192.200.1.1 nh:192.3.3.2 iX £ Hi {4 FHLER H

R A2

ip exf
show ip cache

4.1.16  ip route-cache cache-pbr

£ 42 R C B A8 % &, i i SRms i b B B b 1) ML ORI BEPE ENLR s St
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DU I I SR % 05 U R R LA S I AL

[no] ip route-cache cache-pbr

ZH

1732)
R K]
iy A
ERIES
i 5 B

FERCE 7 ARSI e, A LI Hems iy U (R A R AR, X = UK
PR FEARERE s OB % & n] DU RE A% R AP AR, SR m R G RE

Nl

fE4 /U5 AR AR AR fin 4T F % D g -

ip route-cache cache-pbr
LEFSTiReS
show ip cache
4.1.17  ip route-cache age-delay

£ R E B A % an 2 BLE BT arp 220 51 A2 AL BE 1 i b 2247 (X A IR FE 2
ip route-cache age-delay age-delay
no ip route-cache age-delay

ZH

B SHAA
age-delay arpZB Ak 51 R R 2 A0 I 1 % R 22 A7 B IR 4R 3

s
BENO

fir
4Rl E A
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i 5 B

HBE THERAEE, A arp RIS, AN ST EUI BR ARG AORE MR th 2247, SEIR — B[R] FE4RAT
B A o PR BOBORHE IR I TR

E: AHENA REEEFIRES, arp BUFBG ZMHRKEEEE B2 AMER,  HERR AT e
DA KBRS T CPU. W B BLIEIRFE 40T LTI {4 CPU. 4% — %5 arp retry-allarp it
HH, PERSEAN, RESEWF] arp, IR ip cache HFT i B LW H

Nl

Tl E T, i arp J1E MR H A7 IEIR TR ECN 60,

ip route-cache age-delay 60
LEPSTisSs
show ip cache

4.1.18  ip route-cache softcache-alive-time

£ 48 R E B A % i 2 BB BRI th 2 A7 TP K 2% H I ZE A2 TR)
ip route-cache softcache-alive-time alive-time
no ip route-cache softcache-alive-time

ZH
5% SRR
alive-time BRPREAE T 9 Hh 2% H 2R 1) (R 10ms)
754)

B4 {5 3000, B 30s.
fir

ERACES
1 FH 6 9

G A F T80 B YRR i 807 v (19 4% B I AR 72 1]
ZN |

TH 2B E 1A A Th 2% H B AEAF I 18] 40s.

ip route-cache softcache-alive-time 4000
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R A2

show ip cache

4.1.19

ip route-cache software-index

722 JR) E B A0 % i & B0 B E I 2 0 IR A O 1 Hh A7 2% H I B I )

ip route-cache software-index ficks

no ip route-cache software-index

24

R

SR

ticks

FEE I AR VR B th Z2 A7 2% H BRI TA] (10ms/ tick)

BEfEAN 1, BP 10ms

A

EE] W=

A 5

i & F T BEE E I 8 B O B 1 2247 2% H IS ) o EBOSR R RE
BT B2y (HHAERGIT IR . AR08 K1 o B i 2247 5% H K ECE .

ZNl

TH 2B T RRCE I a8 A PR B 2247 2% H KIS TR 500ms .

ip route-cache software-index 50

UEES

3

H

AP
2

show ip cache

4.1.20

ip route-cache hardware-index

£ 4 JR) E B A % i 2 B0 B E I S B IR A A A B T 2247 2% H I de IS [R)

ip route-cache hardware-index ticks

no ip route-cache hardware-index

¥

PR Z AL TC R

SR
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ticks FEIE I AR VR T B h S A7 2% H A BRI TA] (10ms/ tick)

%)
g Eh 50, B 0.5s
i A
Sl

A 5

i & F T B0 E E I a8 B E B% 2247 2% H IS ) o EBOSR B R
H

GeAr (LHAE RGO o
ZNl

TH 2B E T ERCE I de A AR % B 2247 2% H i K I TRLDY 600ms .

ip route-cache hardware-index 60
LEPSTisSs
show ip cache
4.1.21  ip route-cache-aging-time

P4 R TC B A FH 1 i A B BRI HH 22 A7 2% H I AR A2 I )
ip route-cache-aging-time seconds

no ip route-cache-aging-time

ZH

PR RS TSR - %

el SR

seconds T - 1% E 2 A7 1) AR A7 T[]

s
BRAEEN 300s
fir
ERACES
15 FH 6 9
i % H T BB B 22 A7 2% H A A7 (]
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Nl

IO BLE TR SR A% H R EAE I R

ip route-cache-aging-time 600
LEPSTisSs
show ip cache
4.1.22

ip source-route

FOVFIE I SN LAL B AT 1P Y% (BT 1P 4R
T 1P 3 3C, f#H no ip source-route 74> .
ip source-route

no ip source-route

ZH

R

AbEE AT TP YR FHIE T TP 453
i

ERCE S
zNl

T A BR AR E T 1P YR BRI 1P RS

ip source-route

P
ping
4.1.23  ip tcp synwait-time

600s.

o UNAR BRI A AL E FALATHT | P Y H ik

WE LN EFF TCP ZEH2 B P E I B 8] o 4 S22 [F] 2 B8 W) 18], {8 no ip tep synwait-time 1y

/'\?\0

ip tcp synwait-time seconds
no ip tcp synwait-time
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S SHRAR

seconds DLFD R B IR TCPIE B2 56 FE IS (7] . A3 RODUETE 5~ 300 Fb2 ], 6kt
BRETS .

5a)
75
i B
LR E A
s FH 1

MG TCP SN, W RAE TCP M A AR 18] 2 Jm EHAT B SR, WZS LN
BRI, IR —g Rk s BEN . H P L ARCE TCP S8R 5 S il D (R i ]
BRAEE 75 . IXANIEINS Sl AL R TCP EEARCTE KR, 1A 5 HHLANLK TCP %
AR

ZNl

R HE TCP ERL A (8] BEA 30 £

switch_config#ip tcp synwait-time 30

4.1.24  ip tcp window-size

WHE TCP WHRN . WRER BHAEME, 84 no ip tep window-size 4
ip tcp window-size bytes

no ip tcp window-size

¥

2 SHHAA

bytes DL 35 N BT H B 1R SF . BR AR 65535 774 . B /& 2000 775,

7)
2000 =
A AR 2

E ] W=
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i FH 5
BRARBIBRE AT 4 B SREE, RIS ER 5 S
NGl

T EE] TS TCP % 1 RS 6000 7775

switch_config#ip tcp window-size 6000

4.1.25  ip unreachables

WEZHHLK H ICMP ANT] 2IEHR L. AR E SR AL 1R R I%, {1 H no ip unreachables 74> -
ip unreachables
no ip unreachables

4
Zin A BH S R

%)
& 1% ICMP unreachable % 3.

i A
BORES

188 FH 33t B
EHHAERE R IP ROCEE, T RER IS R b E A th, SR £, Xh,
HURT BLIAJE FHLR H ICMP AN TT AR, @ AR F X — 1500, DUMEVE LN R IR, IF
BEATREIE

ZNY

T AR i B AE R vian 10 B R i% ICMP AST] B)iAH S :

interface vlan 10

ip unreachables

4.1.26  show ip cache

BRI 1P PRI A (1 22 A7

show ip cache [ prefix mask |software|hardware | vlan number | summary ]
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B
S S ¥R
prefix mask (Arafe) SRR H sk A P B 48 5E B AT/ i AR
VEAC IR0
software R RORAEAE RGP R HEAF 26 H .
hardware B IRIRAFAE R G E G H A7 PR H
vlan number BoRFTEvian F RIS A% H .
summary BN AN,
i
(EBLIES
ZN Y
N R SR AT
switch#show ip cache
Source Destination Interface Next Hop
192.168.20.125 2.0.0.124 vlan 210 2.0.0.124

192.168.20.124  192.168.30.124 vlan 210

2.0.0.124

2.0.0.124 192.168.20.125 vlan 11 192.168.20.125
1 g
Source k.
Destination H btk
Interface Rk Mg .
Next Hop X e bk o

N TR B BB 2 BT 4L/ T T 1) B2 AT
switch#show ip cache 192.168.20.0 255.255.255.0

Source Destination ~ Interface Next Hop
2.0.0.124 192.168.20.125 vlan 101 192.168.20.125
B T R R IR R RE R 1 2R /45 UL IE 1R 2% 9247

switch#show ip cache vlan210

Source Destination Interface Next Hop
192.168.20.125 2.0.0.124 vlan 210 2.0.0.124
192.168.20.124 192.168.30.124 vlan 210 2.0.0.124
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4.1.27 show ip irdp
7R irdp protocl 15 ..
ZH

i WA S HEE R T

i
(RS
Nl

xuhao_config vlanl10# show ip irdp

Async0/0 ICMP router discovery protocol(IRDP) : OFF

vlan 10 ICMP router discovery protocol(IRDP) : ON
Advertisements occur between every 450 and 600 seconds
Advertisements are sent as broadcasts
Advertisements valid in 1800 seconds

Default preference : 0

vlan 11 ICMP router discovery protocol(IRDP) : OFF
Null0 ICMP router discovery protocol(IRDP) : OFF
Loopback7 ICMP router discovery protocol(IRDP) : OFF

Loopback10 ICMP router discovery protocol(IRDP) : OFF

4.1.28  show ip sockets

IR socket /5 &..

show ip sockets [ socketid |

ZH
S SRR
socketid IR TN socket I FEAIME S
T AR
EHE
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Nl

switch#show ip sockets

Proto Local Port Remote Port In Out
17 0.0.0.0 0 0.0.0.0 0 161 0
6 0.0.0.0 0 0.0.0.0 0 513 0
17 0.0.0.0 0 0.0.0.0 0 1698 0
17 0.0.0.0 0 0.0.0.0 0 69 0
6 0.0.0.0 0 0.0.0.0 0 23 0
17 0.0.0.0 0 0.0.0.0 0 137 122590
15 HR
Proto (F0 IPPp*5. 17 2UDP, 6 f&TCP.
Remote (iZG¥ii) iz ik o
Port (i I71) 20t 1 o
Local (AHE) AHb ko
Port (i1 A H G 1
In (O EELNEEREPSE i 8
Out (Ki%) RIE T E A
4.1.29  show ip traffic

ZoR IP LESTHEE
show ip traffic

ZH

iy QB S HEE R T

switch#show ip traffic
IP statistics:

Rcvd: 0 total, 0 local destination, 0 delivered

0 format errors, 0 checksum errors, 0 bad ttl count
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0 bad destination address, 0 unknown protocol, 0 discarded
0 filtered , 0 bad options, 0 with options
Opts: 0 loose source route, 0 record route, 0 strict source route
0 timestamp, 0 router alert, O others
Frags: 0 fragments, 0 reassembled, 0 dropped
0 fragmented, 0 fragments, 0 couldn't fragment
Bcast: 0 received, 0 sent
Mcast: 0 received, 0 sent
Sent: 230 generated, 0 forwarded
0 filtered, 0 no route, 0 discarded
ICMP statistics:
Rcvd: 0 total, 0 format errors, 0 checksum errors
0 redirect, 0 unreachable, 0 source quench
0 echos, 0 echo replies, 0 mask requests, 0 mask replies
0 parameter problem, 0 timestamps, 0 timestamp replies
0 time exceeded, 0 router solicitations, 0 router advertisements
Sent: 0 total, 0 errors
0 redirects, 0 unreachable, 0 source quench
0 echos, 0 echo replies, 0 mask requests, 0 mask replies
0 parameter problem, 0 timestamps, 0 timestamp replies

0 time exceeded, 0 router solicitations, 0 router advertisements

UDP statistics:
Revd: 28 total, 0 checksum errors, 22 no port, 0 full sock

Sent: 0 total

TCP statistics:
Revd: 0 total, 0 checksum errors, 0 no port

Sent: 3 total

IGMP statistics:
Rcvd: 0 total, 0 format errors, 0 checksum errors
0 host queries, 0 host reports

Sent: 0 host reports
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ARP statistics:

Revd: 8 total, 7 requests, 1 replies, 0 reverse, 0 other

Sent: 5 total, 5 requests, 0 replies (0 proxy), 0 reverse

b1

P

format errors (A% T UAE 1% )

S R, BIIIPARCk EB 1R

bad hop count (TTLA1%)

B S BRSO, R BRI TTLEBORE] 0. ST

£F.

no route (VA HEH)D

Bt A S LA AR LB e B4R 3

4.1.30  show tcp

BIRFTA TCP R IPRAE B
show tcp

24

Zdn WA BB EE R T

Nl

switch#show tcp

TCB 0xE9ADCS

Connection state is ESTABLISHED, unread input bytes: 934

Local host: 192.168.20.22, Local port: 1023

Foreign host: 192.168.20.124, Foreign port: 513

Enqueued bytes for transmit: 0, input: 934 mis-ordered: 0 (0 packets)

Timer Starts Wakeups
Retrans 33 1
TimeWait 0 0
SendWnd 0 0
KeepAlive 102 0

Next(ms)
0
0
0

7199500

69



REPU s

iss: 29139463 snduna: 29139525 sndnxt: 29139525 sndwnd: 17520

irs: 709124039 rcvnxt: 709205436 rcvwnd: 4380

SRTT: 15 ms, RXT: 2500 ms, RTV: 687 ms

minRXT: 1000 ms, maxRXT: 64000 ms, ACK hold: 200 ms

Datagrams (max data segment is 1460 bytes):
Revd: 102 (out of order: 0), with data: 92, total data bytes: 81396

Sent: 104 (retransmit: 0), with data: 31, total data bytes: 61

Bt

b1 fi

HEARE R, IEAESEA X 7 B SR A

K L2 R o

AR S 7 R 2 1L K

LRS00 7 BRI ETE R

K.

R, IEAESERAIN

B R RA AN

TCB 0xE77FC8 TCPIEBAE I I P bR .
Connection state is | TCPEREHUINIRES . TCPERREAL T FIUE—IRES:
ESTABLISHED

LISTEN---254% 3k AT =iz v EALTCPEBEE K
SYN_SENT--K HIEEIE KRG, st R Z .
SYN_RCVD---W %} J7 BEEH 37 R H K A,

WERETHDM
ESTABLISHED-—- RN EB LT, A THERAEIRN B, nT Lk
FIN_WAIT_1---C& M J5 R 2 b1 R, A0 7 A,

FIN_WAIT 2---CL& X} & H 4 i oKk, FCEI% 5 i,

CLOSE_WAIT---{{t 2% 77 RIE ALK, RN, IEEEREA
W RHER, — BRI EORRHER, REK AR

CLOSING--- 2.2 [ % 77k HE B 135K, B4 7 4
1R RIF R I, TELESERR0 5 5 A b B 4 1B R A
LAST_ACK---C U EIXS 77 B e 2 b il R s, R ik

TIME_WAIT---1EAF 55 55 /2 16 1 B 1) LR 5 58 5 3 7 A i X & 1)

CLOSED---F/R5E& WA EHsF ER O e R A

W T AR ECONVEARRIE B, WS RRFC 793, TRANSMISSION

CONTROL PROTOCOL .
unread input bytes: 2T ETCPAEE 5 AT LAERAE 4 BIZ N, (2 b2 A #RIk
A H 3 -
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Local host: AHhIPHbAL
Local port: ARHTCPYR .
Foreign host: R IPHBAE .
Foreign port: 73 TCPs [ &

Enqueued bytes for

FIEBNF TR AL A R IR HIE A 40 7 A R B A

transmit; AT R
input; BT S, B MR 2 T S LR T

mis-ordered:

B P BB A 14 T BRI S HI, GX S RIHR D6 A L 1 — e K e
WS, A R HE B F B L2 R . B, YIRS
1, 2, 4, 5F06, w31 A2 7] L NSRWZBASY, B2 4, 5F16
RBEHE NS P B SR S 3 RS .

A SR S HERE I E I S I 0, B 8 38 I8 S ORE, 8 IR B I PR O BONT 7 I 25 2
UGN BRI ) (O 7 € N 3 T AN TS AT ) o BB AT HI MRS K I 4 o 1 I 24 P R
RN TR SRR S, PO E R S RIS TR h A T RE & . BN, HA 2R 8z
AT RGBS TR T AR N, ERE I AR IRIE AT

Timer
Retrans
TimeWait
SendWnd

KeepAlive

A& BoR TCPIERAM TS5 . TCP {f H] 35115 R ARAE AT S 47 7 I S A% i . ANz i 3

Starts ~ Wakeups Next(ms)
33 1 0
0 0 0
0 0 0
102 0 7199500
i ik
Timer B AT
Starts RN B B UL
Wakeups R B MR L
Next(ms) R AR BE S R UM HOI ] (LLEERD B, 0 s B AAE
BT
Retrans EREAE, T AR B R . N SRR R R 2,
SRR 6] i AR R TR, )R B
TimeWait B 8 S 8, E T 0 0 B B SR A
SendWnd L I B, BT R B L ZETCPR A ZE ok M R 15
EIER KA.
KeepAlive (R A 5, PR T (0 (2 B I 3 U7 07 11 b T e R

o ERAIRIR SR AIE, DU (F FE RS A 7 RS o

HUEARE 7 91 5 RFEAT PRI AU IE BN

iss:

29139463 snduna: 29139525

sndnxt: 29139525 sndwnd: 17520
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irs: 709124039 rcvnxt: 709205436 rcvwnd: 4380
1 R
iss: IR RIEFTH S .
snduna: EL R R L A I AT WA B R 5 B A PR B8R PR 58— AN 27 IR R P
5.
sndnxt: LUJE BRI R8O 58— D W IR IS 7515 .
sndwnd: iz EHLITCPE R
irs: WHRENT S, AR ENLAIR R IE T 515 .
revnxt: BRI HET 515
revwnd: A3 FEHLTCPE DR

P R A EAIC R RERSE], R0 AT DUAR T 1% L B s 1 5 2R 40 LA B AN 7] (1) X 4%
SRTT: 15 ms, RXT: 2500 ms, RTV: 687 ms

minRXT: 1000 ms, maxRXT: 64000 ms, ACK hold: 200 ms

2 Fizipuy
SRTT: SR AL B AT R I (] o
RXT: AN I 1]
RTV: AR I 1A B AR A1
MinRXT: FEVF IR /N AL I
MaxRXT: FEVF IR R AL
ACK hold: SE IR AN A AN — AR R I (R B RS IR N ]

Datagrams (max data segment is 1460 bytes):
Revd: 102 (out of order: 0), with data: 92, total data bytes: 81396

Sent: 104 (retransmit: 0), with data: 31, total data bytes: 61

5} i
max data segment is R AU VF I R B B %
Revd: A XA IE R R U B A SCEG AR A B R IR L
with data: LA BRI SCHL
total data bytes: S EL B 7 AL
Sent: A ENE XA B FE PR E RS H, PR E R RSO
with data: A8 RO R S
total data bytes: L B 7 B
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K A2

show tcp brief
show tcp tcb

4.1.31  show tcp brief

7R TCP #2145 B

show tcp brief [all]
o
2 S ¥R
all (Alig) BoRPrA o H . RN KT, REAERLT
LISTENCIR 2 [ 55 1 .
i R
A
ZN(|
switch#show tcp brief
TCB Local Address Foreign Address State
0xE9ADCS 192.168.20.22:1023 192.168.20.124:513 ESTABLISHED
0xEA34C8 192.168.20.22:23 192.168.20.125:1472  ESTABLISHED
1 HR
TCB TCPIEHE N AR
Local Address A IPHEHE AN TCPYH H o
Foreign Address TR TP HLHE A TCP Y 11,
State HEHARES . TEHHUL S Wshow tepin 2.
R A4
show tcp

show tcp tcb

4.1.32  show tcp statistics

oK TCP Giit 4 .
show tcp statistics
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ZH

PATRSPEER S G PSS

P
B
Nl

switch#show tcp statistics

Revd: 148 Total, 0 no port

0 checksum error, 0 bad offset, 0 too short

131 packets (6974 bytes) in sequence

0 dup packets (0 bytes)

0 partially dup packets (0 bytes)

0 out-of-order packets (0 bytes)

0 packets (0 bytes) with data after window

0 packets after close

0 window probe packets, 0 window update packets

0 dup ack packets, 0 ack packets with unsend data

127 ack packets (247 bytes)

Sent: 239 Total, 0 urgent packets

6 control packets

123 data packets (245 bytes)

0 data packets (0 bytes) retransmitted

110 ack only packets (101 delayed)

0 window probe packets, 0 window update packets

4 Connections initiated, 0 connections accepted, 2 connections established
3 Connections closed (including 0 dropped, 1 embryonic dropped)
5 Total rxmt timeout, 0 connections dropped in rxmt timeout

1 Keepalive timeout, 0 keepalive probe, 1 Connections dropped in keepalive

i1 P
Revd: T B SRR S e v 2 -
Total LVESIE S @SE 1
no port W BRSSO SCE
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checksum error

SRR S RS AN R 4R SO B

bad offset AT 38R SC B0 A 2 B R AR SCHR

too short W ST AR BE AN TN RO FE R SCH
packets in sequence ORI R B R

dup packets SR RS

partially dup packets WCEN IR 43 8 B AR OCHL .

out-of-order packets

AL NGB 4R S B

packets with data after

window

WEIiOE Fealt b €y i i BN DE 2T h g ARTILE 8 8

packets after close

XSV ENE S S /e

window probe packets

W BB 7 R R SCH

window update packets e 31 1 1 B R SO
dup ack packets W ) B B AR SCEL

ack packets with unsent
data

B BB A AR S IE B R 4R S0 H

ack packets e B AR SCHL

Sent KT g AU R ST G B
Total KRS

urgent packets R IR SR OCHL

control packets

g HU ] (SYN. FINELRST) R CHL.

data packets AR AR AR SO

data packets retransmitted R EEER .

ack only packets e B AE RN IR S
window probe packets R R D ERIR SCE
window update packets R E D EET R SCEL
Connections initiated AR AL EREL
connections accepted A2 E AL
connections established A b T R
Connections closed A e P EEEL

Total rxmt timeout R S
Connections  dropped in | 5 & ABIN G 3 HERE W5
rxmit timeout

Keepalive timeout KeepaliveB i %,
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keepalive probe K H B K eepalive BRI SCHL

keepalive

Connections dropped in | HiFKeepalivet Wi T (%241 .

LEPSTisSs
clear tcp statistics
4.1.33  show tcp tcb

WRFA TCP EZ MRS L
show tcp tcb address

ZH
¥ SHIRAA
address BEIR M TCPIE B M A& i 6l (TCB) Mtk . TCBJZE R 48 P %)
TCPIEREMIARIR, W] LLH 4 -show tep brieff3 3.
B
A
N

N AR 2 W, show tep A2 .

switch_config#show tcp tcb Oxea38c8

TCB 0xEA38C8
Connection state is ESTABLISHED, unread input bytes: 0
Local host: 192.168.20.22, Local port: 23

Foreign host: 192.168.20.125, Foreign port: 1583

Enqueued bytes for transmit: 0, input: 0 mis-ordered: 0 (0 packets)

Timer Starts Wakeups Next(ms)
Retrans 4 0 0
TimeWait 0 0 0
SendWnd 0 0 0
KeepAlive +5 0 6633000
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iss: 10431492 snduna: 10431573 sndnxt: 10431573 sndwnd: 17440

irs: 915717885 rcvnxt: 915717889  rcvwnd: 4380

SRTT: 2812 ms, RXT: 18500 ms, RTV: 4000 ms

minRXT: 1000 ms, maxRXT: 64000 ms, ACK hold: 200 ms

Datagrams (max data segment is 1460 bytes):
Revd: 5 (out of order: 0), with data: 1, total data bytes: 3

Sent: 4 (retransmit: 0), with data: 3, total data bytes: 80
SRS

show tcp
show tcp brief

42 iFEFIREEEFS

ViR FI R %A -

deny

ip access-group
ip access-list

permit

show ip access-lists
42.1 deny

8 1P 5 1) 51 F e B A 2 Al FH i & 0 B AR RN, ZEAN TP U7 1) # R i I ER deny FRI, £
2 HIIN no HI4K

deny source [source-mask] [log] [location]

no deny source [source-mask] [log]

deny protocol source source-mask destination destination-mask [ [precedence precedence] [tos tos ]
[log] [offset-zero] [totallen] [time-range] [location] [tt]] [donotfragment-set]
[donotfragment-notset] [is-fragment] [not-fragment] [offset-not-zero] [log ]]

no deny protocol source source-mask destination destination-mask [ [precedence precedence] [tos
tos ] [log] [offset-zero] [totallen] [time-range] [location] [tt]] [donotfragment-set]
[donotfragment-notset] [is-fragment] [not-fragment] [offset-not-zero] [log ]]

X T EL I X 48 i 4 S (ICMP), AT LS F DL R )9

deny icmp source source-mask destination destination-mask [icmp-type] [precedence precedence] [tos

tos] [log]
Xt Internet ZHE FEHMLAIGMP), ®] PAERBL R A)vk:
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deny igmp source source-mask destination destination-mask [igmp-type] [precedence precedence]

[tos tos] [log]

Xt TCP, "I LAEA] AT fyik:

deny tcp source source-mask [operator port] destination destination-mask [operator port | [established]
[precedence precedence] [tos tos] [log]

X HAE R L(UDP), AT LA BT )32

deny udp source source-mask [operator port] destination destination-mask [operator port] [precedence

precedence] [tos tos] [log]

¥

SHHER

protocol

P A FBIPHMA S o B AT L2 B Ficmp. igmp. igrp. ip+ ospf.
tepakudp, AT LUZRIPHMIS 1 0 F 255 19— 840, S TILHED
- Internet M (B FFICMP. TCPAIUDP)E FH 564 Fip. HELEHM L
RVFFE—PIRE, TR,

source

BRI T . APIFIERRERE: 32 k%, A
RRIT i+ HE Bk . (I 5% Fany/E4 0.0.0.0 0.0.0.0 HITRAIYR
RIS -

source-mask

PEHBHE P 2D . A8 C B Fany 7E 24 0.0.0.0 0.0.0.0 B JE AN ALY
LHEP

destination

HARMBEENS . A PRTTEE:
A8 F DUAS R B - 33 1R B3R s 1) 32 Ao — I8
181 Bl Kt FanyfE 4 0.0.0.0 0.0.0.0 1) H #7581 H ¥ IS 1046 S

destination-mask

H bRk B4 RS . {3 A 68 FanyfE 4 0.0.0.0 0.0.0.0 ¥ H kRl
FH RIS .

precedence precedence (i) AT LA e gt 8, 0 2 7 M e e .

tos tos ("Tik) B nT DE RS 2t g, S 0—15 5.

icmp-type (FTi%)ICMPA A] HICMPHR U I8 . SRR R %5 0 3 255,

igmp-type (FI3%)IGMP £, F] FHIGMPHR SCR A SR &b . KRB 0 3 15

operator (n] k) LhfedRel H Ao o #AEEIERCNT),  gt(RT), eq(&ET),
neq(NEET)o WIREAE R TEsourceMsource-mask 2 Ji, AT b
VG L IX AN S o a0 S AE R JIAE destination Fl destination-mask
ZJG, WA AZBILED B bR .

port (F] ) TCPELUDP 4 1+ il B sl fk . o 52— 0 3

65535 HI# . TCPi H A FIE“M T ¥ 4r. 2idIETCPHT,
AT LA R FHTCPIi 1 & Bk . UDPSi 1 42 FR- 37 78 << F B3 854
Mt TCPR, KA HTCPH; 14 . it i€UDPHY, R al{#i
UDPi [ 4 .
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established (ATi%) A TCP I, Frm — A S AL IZESE i R TCPHIE IR ACK
ECRSTAZUCE N, HBIULAS. AEVTEC RSO I L TCPEE ),
LUE — ANz

log (FT3%) W LAHEAT H BT
location N B8 5 mum B B
B
IP 5 1) 51| e B A&
1 FH 6B

AT LA 7 T 428 ) A0 AR 2 11 b g A, s ) R 400 22 S % 75 ) DA A PR s E e 5 BE T O N 2
FEVUHC R A LS4 bR & IV R 3. 0B 1P &L, TIARAIIEE, LR AR R 1P 1)
RN R0 n) 3R F T 43 1] 7 [ o 401 228 i 4% it BB o) % p e B TR B N 2, AN LT TCP
Y 11 55 MEA 2E Y mAL B) L S AL

TEE:

FENPIRENL— DTG, AR S SR I N 2 (AT RE i 2 om B N) TRCEAE S R R .

DA SR F 8 i 115 1) TCP i 1144 . ZE AT EL S REC IREIR LML H RS H. 5§
LGP B 3 11 AT DL AN —A 2 B A 5 (7 ok 54K .

Bgp. ftp. ftp-data. login. pop2. pop3. smtp. telnet. www

PATR SR F 8 i 1145 79 UDP 3 11144« 228 41T )70 e 5 RFC R BX LA RS H . X
S PSR L P 3 115 7] DL DL —> 2 B A 115 5 SR 4K

Domain. snmp. syslog. tftp

zNl

TR RBIZE 1 192.168.5.0 XN EXL

ip access-list standard filter

deny 192.168.5.0 255.255.255.0

TEE:

IP 7 A & i — AR A deny RIS 5R

FR AL

ip access-group
ip access-list
permit

show ip access-lists

4.2.2  ip access-group

T ERIYT IR — AN, H] ip access-group % FIEC B i %o v 7 MIBRIX AR ZE 97 H 24, A no

N
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ip access-group {access-list-name} {in | out}

no ip access-group {access-list-name} {in | out}

ZH
B SHERAA

access-list-name ViR G . RXE— MK 20 MEFHFERFE.
in FEIE B A FH U 1 51 3%
out 7E B A FH U 1 51 3%

A

BORES
15 FH 15 FH

Vi ) F1 R R AT FHAE B L AT FIAE AR Lo X TARMERIN D5 R 503, R 5, XIS
W F A A R hE . X TRV RIS, iZAC Lt & H brdtbhit . W SR 5 R R SV iz
bk, B2 RS PRIZ AL QIR VT FIRAS SR VR b, ARG R IR R Bl — A ICMP EHLAS
CIEux{:9as

X T AR R H U5 7] 38, AR SORTES H — M B O LS, PR D7 1) 71 A R 1 Pk
fko XFFH RV, SZHALLK ARG VT MR . 1RV R VR IZE A ISR M.
RUF I FIRA OV ZIAE, AT AR IR B — 4> ICMP EHLATTIE R S,

U AR AR E VT R FIRAEAE, B e fevrE

ZNl

B vianl $2HELH BN ISR filter:

interface vlanl

ip access-group filter out
P

ip access-list

show ip access-lists
4.2.3  ipaccess-list

a4 )5, BENK TP 15 f) 56 B FEIOIRZS N ] DL IR M B U5 fr) R0 o v 2> exit
I (A e BOIR A

11 no BTZE, MER IP U5 A 51135

ip access-list {standard | extended} name

no ip access-list {standard | extended} name
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B S8R
standard Fa 8 JIFR iV H 51 5% o

extended fem Ny R F% .

name Vil R4 . 1K — ek 20 {47 .

5a)
A TP 15 0] 51 R AE Lo
i 2B
LR E A
1 FH 1

8T it A AR 3N TP U I SR IC B, AE 1P Vi) AR E b, LA deny B permit iy
A SR U R R

ZNl

PATE 497 1e B — Mt VT IR 31 3%
ip access-list standard filter

deny 192.168.1.0 255.255.255.0

permit any
MR A2

deny
ip access-group
permit

show ip access-lists
424  permit

7E 1P 5 17 51 2 10 B A o] 6 P b iy A TC B A VPRI, 2 AN TP 9 1) 81026 B permiit AU, 7E

4 HIHN no ATSE .

permit source [source-mask] [log] [location]

no permit source [source-mask] [log]|

permit protocol source source-mask destination destination-mask [ [precedence precedence] [tos tos ]
[log] |offset-zero] [totallen] [time-range] [location] [tt]] [donotfragment-set]

[donotfragment-notset] [is-fragment] [not-fragment] [offset-not-zero] [log ]]

no permit protocol source source-mask destination destination-mask [ [precedence precedence] [tos
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tos ] [log] [offset-zero] [totallen] [time-range] [location] [ttl]] [donotfragment-set]
[donotfragment-notset] [is-fragment] [not-fragment] [offset-not-zero] [log ]]

X T ELIE A 4 i 4 SR (ICMP), AT AR DL f)32:

permit icmp source source-mask destination destination-mask [icmp-type] [precedence precedence]
[tos fos] [log]

%FF Internet 417 FE UM (IGMP), ] DAA# F DL R A) i

permit igmp source source-mask destination destination-mask [igmp-type] [precedence precedence]
[tos fos] [log]

Xt TCP, W] DA DA ik

permit tcp source source-mask [operator port] destination destination-mask [operator port |
[established] [precedence precedence] [tos tos] [log]

X T H AR L(UDP), AT LA PR ik

permit udp source source-mask [operator port [port]] destination destination-mask [operator port]
[precedence precedence] [tos tos] [log]

24

S S ¥R AR

protocol P FBIPHMA S o B AT L2 KB Ficmp. igmp. igrp. ip. ospf.
tepEkudp, tH AT LUZRIPHMIS 1 0 3 255 19— %40, S T ILHD
- Internet M (B FFICMP. TCPAIUDP)E Hl <4 Fip. HELEHM L
RVFFE—PIRE, TR,

source WM E TS HWNFEAEeIE: 32 7 k%, AHA S
R T B3 B R o . Al et any/E 24 0.0.0.0 0.0.0.0 FYE A
AR .

source-mask P 28D . {3 B Fany/E 4 0.0.0.0 0.0.0.0 F YR AT HERD
45,

destination HARME TN S . B R ITIEEE:
5 FH DA s B 13k R SR s 1) 32 A7 kil 4.
1 ] 554 Fany/E 4 0.0.0.0 0.0.0.0 f H AR H AR 455 .

destination-mask H Ar itk W24 50D . {4 F 28 Fany{F >4 0.0.0.0 0.0.0.0 {7 H Frituhl:
1B AR b4 S .

precedence precedence (i) AT LA e gt 8, 0 2 7 MR e .

tos tos (FT3%) B EL ] DU RS Z i g . (S 0—15 fi55E .
icmp-type (AT IE)ICMP AL W] FHICMPHR SR AL I8 . KAV EY 0 F 255,
igmp-type (WT1E)IGMP AL ] HIGMPHR SCR A sk e i ik SRANE 0 3 15
operator (Arife) ELACURER H Arsi H o #ERIRIRCNT),  gt(RT), eq(BET),

neq(NEET)o WIREAE R TEsourceMsource-mask 2 Ji, AT b
ZVCHCIX AN 1 o 1 S48 /B 7F BUTE destination Al destination-mask
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ZJ5, MAELAULES B bR H .

port (VT3%) TCPELUDP H (1 3k B 82 Fk . o H 52—~ 0 3
65535 B¥+ . TCPHi HAZF LM TT 8 #5r . HidIETCPHY,
AT LA RS FHTCP 4 FR . UDP3H 42 FR 5172 <A FH 358 B 8545
LT JETCPHY, RATflFTCPH; 14 . Xt i€UDPHY,  HAT{#
UDPIi 14 .

established (AT358) LA TCP M, Feon—A B HIIER: . R TCPH IR ACK
BRSTHL W E R, HILVCHS. FEVLEC A B2V L TCPEE IR,
LUB R — A iz .

log (FT3%) 7T BAHEAT H B

iy A
IP 7 i 51 R e B A
it A Ui

AT DU I ) e A4 1 b A, s ) R 00 2 i 2 % 7 1) DA K% BIR 1 B e e SR O 9
FEVCIRS A A DL S A5 B R A R ) U ) 36

SEIP AL, MIARWIMGE, LRI E AT 1 IP U ) R, 3 R vy 1) 26 H T-4% 1] 7 il ki 401
i 24 % B RR A1) B A RSB A, AN ULIEE TOP i 1 JIRS5AE B 2R 1Y Bl 0 A8 S A
FER:

FERIIREE S —DVT IR G, AT S SRR I 2 (A7 58 & omB \) B AE 5 R B AT -

PAUR SR HI T B i 15 9 TCP Ui 1 44 . 28 HHTHI LS RFC KRB IX L WKIERSH. 5
X BB ORE N 3 115 m] BLd s DL — A2 B A 15 77 ok SR

Bgp. ftp. ftp-data. login. pop2. pop3. smtp. telnet. www

PAR SR F T 8 i 115 1) UDP i 144 . 28 4TI EC S RFC RENX LKA RS E. 5§
X BB ORE N 3 115 T] BLd s DL — A2 B A 5 77 ok Sk

Domain. snmp. syslog. tftp

Nl

T R 192.168.5.0 3X N M EX :

ip access-list standard filter

permit 192.168.5.0 255.255.255.0

ERE:

IP V7 1) 2 1 — M5 ) deny UK

FR AL

deny
ip access-group
ip access-list
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show ip access-lists
4.2.5 show ip access-lists

LR IRYETH IP V5] 53R A%, {8 H show ip access-lists #7 4> o
show ip access-lists [access-list-name [config-list | merge-list | both-list]]

ZH
s SRR
access-list-name ViREA . XK 20 BFRFE.
config-list R R L E V7 n 513
merge-list YN EE RS
both-list SR SR B YT 1] 53R A IR 5%
&)

s P BRI R TP D7 1R 5135 .

A
LR
A 5

show ip access-lists iy 2> F0 VR & — AMRE € 17 17 9138 o
AN/

PLR & ANF6 5 44 ) show ip access-lists 7172 7~ 51 5 H «

Switch# show ip access-lists

ip access-list standard aaa

permit 192.2.2.1

permit 192.3.3.0 255.255.255.0

ip access-list extended bbb

permit tcp any any eq www

permit ip any any

PLR 2F8 € Uj M ZR 4 ), show ip access-lists T2 H 7~ 51 fi -
ip access-list extended bbb

permit tcp any any eq www

permit ip any any
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43 ETYEmOMIPHREFIREESS

ViR FI R a2 -

deny

ip access-group
ip access-list

permit

show ip access-lists
43.1 deny

£ 1P Uy i) 51 0 B AR 2 b ] s B o i 2 TC B AR BRI, AN TP U5 0] 71 3 RS deny RN, 1E
2 HI N no HI4K

deny source [source-mask] [log] [location]

no deny source [source-mask] [log]

deny protocol source source-mask destination destination-mask [ [precedence precedence] [tos tos ]
[log] [offset-zero] [totallen] [time-range] [location] [tt]] [donotfragment-set]
[donotfragment-notset] [is-fragment] [not-fragment] [offset-not-zero] [log ]]

no deny protocol source source-mask destination destination-mask [ [precedence precedence] [tos
tos ] [log] [offset-zero] [totallen] [time-range] [location] [tt]] [donotfragment-set]
[donotfragment-notset] [is-fragment] [not-fragment] [offset-not-zero] [log ]]

X T HLIE 5 i AR SO ACMP) , - AT DS DL Ak

deny icmp source source-mask destination destination-mask [icmp-type] [tos tos]

Xt Internet ZHE PRV (IGMP), A] LA PL S A)i2::

deny igmp source source-mask destination destination-mask [igmp-type] [tos tos]

XEF TCP, W] LA LA Uik

deny tcp source source-mask [operator port] destination destination-mask [operator port ] [tos tos]

X TR AR P (UDP) , W] DA FH DA A1) ik

deny udp source source-mask [operator port] destination destination-mask [operator port] [tos tos]

B
B SRR

protocol P FBIPHMAS o B AT L& KB Ficmp. igmp. igrp. ip. ospf.
tepakudp, B AT LUZRIPHMIS 1 0 £ 255 19— AN 840, S TILHD
fE{ InternetFH¥ (ELFEICMP . TCPAIUDP)# F <4t Fip. bl
RGHE—SIRE, Wk,

source BB RENS . GFFERE IR 32 fr —idkfl %, FAPIAS A
B FF T3 AR R . AfFH G4 Fany /E 4 0.0.0.0 0.0.0.0 YR AR
HE4ES .

source-mask PR X 2R G . A S8 Fany/E 4 0.0.0.0 0.0.0.0 F Y5 AT AL
45,
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destination HErRB B NS . 7 HMTERRE:
A5 FH DY s BB B2 BRI 1 32 A7 g 3
181 e FanyfE4 0.0. 0.0 0.0.0. 0 ¥ HARFI H AR 45 5

destination-mask H brHbdl: 4 /iR . 5 A S BE Frany/E 4 0.0.0.0 0.0.0.0 fY B Ax bk
F1H bR IS 46 S o

tos tos (AT3k) o e n] DU RS ZE 1. (% T 0—15 52

icmp-type (FTi%)ICMP AL A] HICMPHR LR I8 . SRR %5 0 3 255,

igmp-type (AT3)IGMP L AT HIGMPIR LB sk e it k. 82 0 3 15

operator (AT 3e) LLBEIREE H A O o BEE B Geq(FT) » gt CRT), 1t U

T ), portrange (48 7€ ufi 138 Bl D o 3 45 1E £ JiL7E source F
source-maskZ Ji, AT LAVCHIX AP H o o B EAERF e
destinationflldestination-mask J&, A4 B UAILE H brim .

port (F] ) TCPELUDP 4 1+ il B sl fk . o 52— 0 3
65535 LT

iy A
IP 7 i 51 R e B A
ik Ui

A DA P D7 1P 2R A A B AR 1 0 e, 42 1 R 00 2 i 26 4 7 1) DA K% PR 5 a2 356 BEWT F) P 7€
FEVLRC R A CAEF bR B R AV R 2. 0B 1P AL, ARG B, SLRI AR TS & (1 1P Ty ]
PR AU R 2 F T4 1 7 1) I i 2k B PR o i ER G R SE T N A, AL ILIC TCP
P 11+ IR S5 B SR B ) I S A

EE:

FERIRENL— DU RS, AR5 SERIA I N 2 (T RE i 2 m BN TRCE AEFI R R

Nl

T I 2E 1 192.168.5.0 3% X«

ip access-list standard filter

deny 192.168.5.0 255.255.255.0

ERE:

IP 7 A & i — AR A deny R S5 5K

LEPNiRe

ip access-group
ip access-list
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permit
show ip access-lists

4.3.2  ip access-group

N T EEEIV R — AN, ] ip access-group $2 AR B 74 A T MR ANE 72 BV R 20, 18 no
LS Wi

[no] ip access—group [access—Iist—name] [egress]

24

&% SHORAA

access-list-name ViR G . RXE— MK 20 MEFHFERFE.

egress acl M FHTEH#E .

A
BORCES
A 5

Vi PR AEASR O X FARMERIN D5 R 5138, RSB 5, XIDT 1 7R B it
hke XFFHREATIR SR, ZACHNIBE Hbrthdt . a0 R 5 R fovE izt 8Bk sk Ab
HAZ A, WRVHRA RVFIZMhE, AR I IR E S ICMP BT FIE TR 3L,

U AR TR E VT F AN RAEAE, B R e vrs

ZNl

IBIE LUK EZ T g0/10 (6 BRI B filter:

interface g0/10

ip access-group filter egress
P

ip access-list
show ip access-lists

4.3.3  ipaccess-list

s &5, BEAN TP U5 A 51 2R AL BRI, AERCIRZS T mT ARG IR B U ) KL o i 4> exit
i [ E RS

0 no BTZE, MER IP U5 A 51135

ip access-list {standard | extended} name

no ip access-list {standard | extended} name
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B S8R
standard Fa 8 JIFR iV H 51 5% o

extended fem Ny R F% .

name Vil R4 . 1K — ek 20 {47 .

5a)
A TP 15 0] 51 R AE Lo
i 2B
LR E A
1 FH 1

8T it A AR 3N TP U I SR IC B, AE 1P Vi) AR E b, LA deny B permit iy
A SR U R R

ZNl

PATE 497 1e B — Mt VT IR 31 3%
ip access-list standard filter

deny 192.168.1.0 255.255.255.0

permit any
MR A2

deny
ip access-group
permit

show ip access-lists

434 permit

FE 1P 5 1) 71 2 0 B AR b ] 4 FH & BR B e VRN, ZEAN 1P D7 ) B3R IR permit KLU,

FE A2 HI N no TS .

permit source [source-mask] [log] [location]

no permit source [source-mask] [log]|

permit protocol source source-mask destination destination-mask [ [precedence precedence] [tos tos ]
[log] |offset-zero] [totallen] [time-range] [location] [tt]] [donotfragment-set]
[donotfragment-notset] [is-fragment] [not-fragment] [offset-not-zero] [log ]]

no permit protocol source source-mask destination destination-mask [ [precedence precedence] [tos

88



REPU s

tos ] [log] [offset-zero] [totallen] [time-range] [location] [ttl]] [donotfragment-set]
[donotfragment-notset] [is-fragment] [not-fragment] [offset-not-zero] [log ]]

X T ELBRFA AR SC ML ICMP), i m] DA DA R ik

permit icmp source source-mask destination destination-mask [icmp-type] [tos tos]

Xt Internet ZHE PRV AIGMP), AT LA PA T A)i2:

permit igmp source source-mask destination destination-mask [igmp-type] [tos tos]

X TCP, W LA PR ik

permit tcp source source-mask [operator port] destination destination-mask [operator port | [tos
tos]

o T B AR L (UDP) , W DA DA fi:

permit udp source source-mask [operator port [port]] destination destination-mask [tos tos]

24

S S ¥R AR

protocol P A FBIPHMA S o B AT L2 KB Ficmp. igmp. igrp. ip. ospf.
tepEkudp, tH AT LUZRIPHMIUS 1 0 £ 255 19— %40, S T ILHED
- Internet MY (. FFICMP. TCPAIUDP)E Il <4 Fip. HELEHM L
RVFFE—PIRE, TR,

source WM E TS HWNFEAeeIE: 32 7 k%, AHIA S
R T B3 B R o . Al et any/E 24 0.0.0.0 0.0.0.0 FYEFIIE
AR .

source-mask P X 28D . {3 S8 Fany/E 4 0.0.0.0 0.0.0.0 AR AT HERD
45,

destination HARMEH NS . B R ITIEEE:
5 FH DA s 8@ 13k SR s 1) 32 A7 kil 4
1 ] 554 Fany/E 4 0.0.0.0 0.0.0.0 f HARF1 H AR 455 .

destination-mask I bR hl R 454800 . A I < Fany/E 4 0.0.0.0 0.0.0.0 # H britahk
1B prth b 4R S .

tos tos (AT3k) ey DU RS ZE 1. (% T 0—15 52

icmp-type (FTi%)ICMP AL A] HICMPHR LRI I8 . SRR 25 0 3 255,

igmp-type (PTIE)IGMP A A HIGMPHR SC R B s iRk SC 2 i . R4 0 31 15

operator (AT i) AU E H bram o H/E B dGeq(FT), gt CRTD, 1t U

T, portrange (48 7€ ufi 130 Bl D o B 45 1E 7 JiL 7E source F
source-maskZ Ji, A ELAVCHIX AP H o o R AE R e
destinationflldestination-mask J&, A4 B UAILE H brim .

port (AT J%&) TCPELUDP; - iE il B s B AR i 5 & —4> 0 3
65535 LT

&9
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iy A
IP 7 i 51 R e B A
it A Ui

A DA FH D7 1P 2R A A B AR 1 0 e, 42 1 R U0 £ i 20 4 7 1) DA% PR 5 g 356 BERT F) P 2
FEVLHC A A VL5 45 LR A A g™ e ) U ) 36

P AL, MARHIGGE, SR EATAT R IP U5 ) 3. 4 R U7 e 2 HI 42 4] 5 il Rz 401
28 3y 23 5 R ) S R R TR A N B, ASAAULIE TOP Pt 1 IR S5 A SR A B R AL S A
EE:

FERIRENL— DU RS, AR5 SERA I N 2 (T RE i 2 m BN TRCE AEFI R R .

Nl

T R 192.168.5.0 3X N W EX :

ip access-list standard filter

permit 192.168.5.0 255.255.255.0

EE:

IP V7 1A & i — N5 ) deny FRIIZ57R

R A2

deny

ip access-group

ip access-list

show ip access-lists

4.3.5 show ip access-lists

LR IR AR IP U5 53R A%, {8 H show ip access-lists #7 4> o

show ip access-lists [access-list-name]

ZH
S SRR
access-list-name Vil#es . RN 20 BT

R

BRI ARAERIANY R 1P D7 1 1)K
LS S:N
EHAS
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i FH 5

show ip access-lists 7% fC VIR T & —MRFE V) 1] 5112

Nl

PLR ZANFE € £ I show ip access-lists 772> Fr) 7~ 451 i H -

Switch# show ip access-lists

ip access-list standard aaa
permit 192.2.2.1

permit 192.3.3.0 255.255.255.0
ip access-list extended bbb
permit tcp any any eq 25

permit ip any any

DL 248 8 U7 I 3R 44 B, show ip access-lists 14> [ 7~ 541 i :

ip access-list extended bbb
permit tcp any any eq 25

permit ip any any
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