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1= Multi-VRF CE &4}

1.1 ik

L A (Virtual Private Networks) $E £ T —Ffi 2z 4 ) 554 2 A% 7 W 2 m) DAL 52
2RSSR A 58 . — A VPN B8 — 4K N, efIfERSS g has L EE—4
AW HE ., R P H%%‘B 55 1 55 7 0 495 150 2% A 11, IS e 1t 4% MUK R A 42
HBe® — A VPN B HE*E. — 2 VPN %A EHHKRN— VRF (VPN
Routing/Forwarding table) .

VRF 38 % 1 30 B AE R 45 T 38 4% % (Provider Edge Device), 41 MPLS VRF VPN.
PE &4 X H 21 VPN, It H&A VPN BA AR IP Hikik 26, IP Hibkaf IESZ. A
7% P ) VPN W 2% %3235 PE AN AL, PE IHERE 23 40 B9 N3 1 [X 43 % o T 5 B Ay
T HE.

Multi-VRF CE Zhag¥s & 2 N &E 7 M4 AT &1L 2% 7 i1 4% % % (Customer Edge
Device), 1M CE 5 PE X B — &M HBEMER:, LIY4E PE i %R, CE && AR
NS VPN 4E4 VRF B3R, %QEF’ WRZ% K40 4L S6 /e CE BRER, 5B s iR 457
W 2% ) A4 e 4 R % 45 PE.

£ MCE FIAZ AL 38 1 AN [R] A g 1 IZE AN [F) AR 25 7 I 2%, R0 ity 1 SRR 21— VPN 2%
R . MU SZRFTE VLAN g e B VRF,

MCE I REiE & #5874 MPLS-VRF VPN K% /4% (341 %%, Multi-VRF CE 5 MPLS #3228
e DL K MPLS 4% %1 2 T R ZhREAR BN . 1l 1.1 Bz, s& MPLS-VRF VPN X 4% [ —
ATl

Backbone

Switch Switch

& 1.1 MPLS-VRF VPN 4% ) MCE

1.1.1 EEPE&ENES

Multi-VRF CE A2 #: ML rT LI it 2 Fh 2 25 % il 5% M 25 132 % (Customer Device)
AL . B LR B AT DA I AR a LR I S e b L. S R B P B 45 OSPF,
RIP, BEIGRP %, MCE Az ¥#etLIFAE LR SR BE L &
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MCE =2 #Hl— fi% 75 B3 A [ VLAN 35 %32 )8 T AR VPN (7% P, %3 VPN
11 VLAN 3t [ 35 BBy Bk E] — 4 VRF. &P iR AN EE L E VRF.

1.1.2 SR&E{LGEZENEKEA

MCE 22 #eHL i DL — Nl Z AN PE ¥ %, MCE S5ri##R: PE %4 F# T EAL & VRF.
MCE ¥4 M F7 15 4% 25 =] B R R IR AE4S PE, I M PE 2% 1375 i % 7 2% (1 3% F o

MCE 5 PE Z [a]n] LLifiit BGP, OSPF, RIP 5 BEIGRP %5275 i H il i 37 VRF 2%
H1, AT LA S EC B VRF % 7 3K

— BT, MCE 5 PE B | T AFK iR B, ASOR E it (1] EBGP 1
MCE #1 PE Z [a]# 57 VRF % H 757
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2.1 VRFRREHIE

ok BRELE
VRF Tl & .
FTA 6 PR N A8 I PR 3
VRF H FRVPNY™ & & 1t TEREIX 3 (RD) FLE.
Toik e A HAR (RT) BCE .
VRF s K 7% H1 5% H %L 10240
VRF i Tc.
BT VLANSG A SCECVRE, i 156 g N B
PR
IP Express Forwarding TEEAFIP S B ThEE 5 3
22 MCEECEES
L] & VRF
L] B VPN B
o A& PE 5 CE [6] BGP #H
° SiF PE 5 CE [A] VRF {168 4
2.3 MCERE
2.3.1 it E VRF
WZ I NP R, BE—NEE A VRF,
e Ef:u]
Switch# config NN B

Switch_config# ip vrf vif-name

AIEVRF, FFIEAVRFECE RN,

vrf-name: VRFZHK, &2 31ANFFHF.

Switch_config_vrf# rd route-distinguisher

7€ VRFRI B B X 24 -
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route-distinguisher: B H X%, HHEIEES 51T
BT, SRIPHLE ST BT .

Switch_config_vrf# route-target BIEEVRFIHI AT S B FRVPNY R @t

{ export | import | both } route-target-extended-community: [ H 839 5
route-target-extened-community (FEHFEg, RIPHIE ST E 5 TFHK.
Switch_config_vrf# interface intf-name TN i 1 AR

intf-name: ¥ %4 FK o

Switch_config_intf# ip vrf forwarding vrf-name = E 8 0 5VRFREL.

vrf-name: VRF4 5.

Switch_config_intf# exit I8 H i T B A
Switch_config# ip exf JB BN IPHEA 26 T RE .
Switch_config# show ip vrf HEVRFE L.

[ brief | detail | interface ] [ vif-name ]

Switch_config#no ip vrf vif-name T ELC B VR LUK IZVRF 5 = 28 05605

vrf-name: VRF4 5.

Switch_config_intf# no ip vrf forwarding kR =28 0 5VRFIF 5B

[ vrf-name ]

2.3.2 FE VPN &

Al LB AL E BGP, OSPF, RIP, BEIGRP Eiif A i) 5 A MCE W& 5% /%%
Z IR . AR DL OSPF HIFCE A, FE Bt r s i e B A AR ]

EE:

EMCE ®4& TREEEF MG EHEmEdr, FEEZLE NN VRF B, EF
W& ETHFERE VRF,

e B

Switch# config BN A B

Switch_config# router ospf JE3IOSPF-VRF % i, Jfidt AL BRI,

process-id vrf vrf-name

Switch_config_ospf# network network-number E X OSPFMN %%, #Ehg DL & X I5ID

network-mask area area-id

Switch_config_ospf# redistribute bgp ASN Fi48 2 BGPW 2815 B NOSPF N % .
Switch_config_ospf# exit iB N OSPFH & #i 7.
Switch_config# show ip ospf EEHEOSPFHMNE ..
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233

234

Switch_config# no router ospf process-id HIExOSPF-VRF % HBC & .
Bt E PE 5 CE 8] BGP ¥ H

Z A P E 2

frd E]:q]

Switch# config b AN IN T v

Switch_config# router bgp

autonomous-system-number

W48 eI S RSBGPS ik, FEikA
BGPH i it B 15 0.

Switch_config_bgp# bgp log-neighbor-changes

JABIBGPRJEAL ML H B3k

Switch_config_bgp# address-family ipv4 vrf

vrf-name

# A\VRF address familyfic & izt .

Switch_config_bgp_af# redistribute ospf

ospf-process-id

Hs OSPF R 44 % 15 B e ABGP M 45

Switch_config_bgp_af# network

network-number/prefix-length

Pie B 3l BGP A AR HI A 44 5 AN HERD 1C T

Switch_config_bgp_af# neighbor address

remote-as ASN

He B BGPARJE LU AT Ja ) B i 9

C[E

o

Switch_config_bgp_af# exit-address-family

i Haddress familyfic & L.

Switch_config_bgp# exit

Switch_config# show ip bgp vpnv4

[all|rd | vrf]

B HBGPI B,
i

EBGP-VRF {5 B

Switch_config# no router bgp ASN

MEBGPES HIFCE .

IE PE 5 CE [8] VRF HYBX& %

SR AT vrf ST ping v 438 iE PE 5 CE Z[4] VRF BGIET:, ping #r4- EH 0~

Lics

=)}

Switch# ping —vrf vrf-name ip-address

XFVRFH LT ping o
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¥3E MCE&RERH

Wik 2.1 frsse— MR VRF 4%, S1 Al S2 /& Multi-VRF CE A2 #t#l. S11, S12,
S13 J& T VPN1, S21, S22 J& T VPN2, EfI# A% % #%. CE 5& /& A E
OSPF 1, CE 5 PE 2 [Alfid & BGP ¥ . AR BlhiEgniiid 7 S11, S1, PE, S2
S22 FHIaAATIRENRE, HERAMALE S 0.

PE S2

S1

, VPNI
CE : S13

GO/l 4®

VPN2
S22

Go/3

Go/1 S Do
G02 — Gl/l  G1/2 — GO/2

%] 2.1 MCE it & 7~ 151

3.1 BEEFIZES

fic B %4 CE WY EE#E 0 VLAN JE .

Switch_config# interface gigaEthernet 0/1
Switch_config_g0/1# switchport pvid 11
Switch_config_g0/1# exit

fic & VLAN $20A1 1P bk,

Switch_config# interface VLAN11
Switch_config_v11# ip address 11.0.0.2 255.0.0.0
Switch_config_v11# exit
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IC & % /B &5 CE )% B Pl

Switch_config# router ospf 101
Switch_config_ospf_101# network 11.0.0.0 255.0.0.0 area 0
Switch_config_ospf_101# exit

3.2 ECEMCE-S1

£ Multi-VRF CE &% BL & VRF.

Switch#config

Switch_config# ip vrf vpn1
Switch_config_vrf_vpn1# rd 100:1
Switch_config_vrf_vpn1# route-target export 100:1
Switch_config_vrf_vpn1# route-target import 100:1
Switch_config_vrf_vpn1# exit

Switch_config# ip vrf vpn2
Switch_config_vrf_vpn2# rd 100:2
Switch_config_vrf_vpn2# route-target export 100:2
Switch_config_vrf_vpn2# route-target import 100:2
Switch_config_vrf_vpn2# exit

e £ [ B sy ) AN B 1o [0 BR o ) kKA Dy BGP B s 2% B 2 b i

Switch_config# interface loopback 0
Switch_config_I0# ip address 101.0.0.1 255.255.255.255
Switch_config_I0# exit

S1 i@ GO/ i HIHERE S11, did GO/4 iEH: S21, JEid Trunk i H G0/2 iE#: PE.

Switch_config# interface gigaEthernet 0/1
Switch_config_g0/1# switchport pvid 11
Switch_config_g0/1# exit

Switch_config# interface gigaEthernet 0/4
Switch_config_g0/4# switchport pvid 15
Switch_config_g0/4# exit

Switch_config# interface gigaEthernet 0/2
Switch_config_g0/2# switchport mode trunk
Switch_config_g0/2# exit

it B2 AL =2 VLAN 3 10, 76 VLAN #0 E40% VRF, JFECE IP Muhk. S1 @
VLAN21 F1 VLAN22 P42 #8531 i%E R PE . VLAN11 F1 VLANAS /3 1143 51 5% 38 VPNA
F1VPN2.

Switch_config# interface VLAN11



Multi-VRF CE L&

Switch_config_v11# ip vrf forwarding vpn1
Switch_config_v11# ip address 11.0.0.1 255.0.0.0
Switch_config_v11# exit

Switch_config# interface VLAN15
Switch_config_v15# ip vrf forwarding vpn2
Switch_config_v15# ip address 15.0.0.1 255.0.0.0
Switch_config_v15# exit

Switch_config# interface VLAN21
Switch_config_v21# ip vrf forwarding vpn1
Switch_config_v21# ip address 21.0.0.2 255.0.0.0
Switch_config_v21# exit

Switch_config# interface VLAN22
Switch_config_v22# ip vrf forwarding vpn2
Switch_config_v22# ip address 22.0.0.2 255.0.0.0
Switch_config_v22# exit

B E CE 5% /7 i # Z [Alff) OSPF #%Hi.

Switch_config# router ospf 1 vrf vpn1
Switch_config_ospf_1# network 11.0.0.0 255.0.0.0 area 0
Switch_config_ospf_1# redistribute bgp 100
Switch_config_ospf_1#exit

Switch_config# router ospf 2 vrf vpn2
Switch_config_ospf_2# network 15.0.0.0 255.0.0.0 area 0
Switch_config_ospf_2# redistribute bgp 100
Switch_config_ospf_2#exit

lc & CE 5 PE ZIajf) EBGP 4.

Switch_config# router bgp 100
Switch_config_bgp# bgp log-neighbor-changes

Switch_config_bgp# address-family ipv4 vrf vpn1
Switch_config_bgp_vpn1# no synchronization
Switch_config_bgp_vpn1# redistribute ospf 1
Switch_config_bgp_vpn1# neighbor 21.0.0.1 remote-as 200
Switch_config_bgp_vpn1# exit-address-family

Switch_config_bgp# address-family ipv4 vrf vpn2
Switch_config_bgp_vpn2# no synchronization
Switch_config_bgp_vpn2# redistribute ospf 2
Switch_config_bgp_vpn2# neighbor 22.0.0.1 remote-as 200
Switch_config_bgp_vpn2# exit-address-family
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Switch_config_bgp# exit

% 24 VLAN,
Switch_config# vlan 1,11-12,21-22

JEBNATHRBLE 1P 1 B8 % R TR
Switch_config# ip exf

3.3 BCEPE

7t PE ECHE VRF.

Switch#config

Switch_config# ip vrf vpn1
Switch_config_vrf_vpn1# rd 200:1
Switch_config_vrf_vpn1# route-target export 200:1
Switch_config_vrf_vpn1# route-target import 200:1
Switch_config_vrf_vpn1# exit

Switch_config# ip vrf vpn2
Switch_config_vrf_vpn2# rd 200:2
Switch_config_vrf_vpn2# route-target export 200:2
Switch_config_vrf_vpn2# route-target import 200:2
Switch_config_vrf_vpn2# exit

e B IR A% DRy i e R iR

Switch_config# interface loopback 0
Switch_config_I0# ip address 102.0.0.1 255.255.255.255
Switch_config_|0# exit

Bl E PE %3 CE W38 1. G1/1 F1 G1/2 43 5)i%H: S1 F1 S2.

Switch_config# interface gigaEthernet 1/1
Switch_config_g1/1# switchport mode trunk
Switch_config_g1/1# interface gigaEthernet 1/2
Switch_config_g1/2# switchport mode trunk
Switch_config_g1/2# exit

fii B PE 4% S1 MI=J2 VLAN #11,

Switch_config# interface VLAN21
Switch_config_v21# ip vrf forwarding vpn1
Switch_config_v21# ip address 21.0.0.1 255.0.0.0
Switch_config_v21# exit
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Switch_config# interface VLAN22
Switch_config_v22# ip vrf forwarding vpn2
Switch_config_v22# ip address 22.0.0.1 255.0.0.0
Switch_config_v22# exit

fic' & PE ZE4: S2 f1=)2 VLAN $%£11,

Switch_config# interface VLAN31
Switch_config_v31# ip vrf forwarding vpn1
Switch_config_v31# ip address 31.0.0.1 255.0.0.0
Switch_config_v31# exit

Switch_config# interface VLAN32
Switch_config_v32# ip vrf forwarding vpn2
Switch_config_v32# ip address 32.0.0.1 255.0.0.0
Switch_config_v32# exit

BLE PE () EBGP % H .

Switch_config# router bgp 200

Switch_config_bgp# bgp log-neighbor-changes
Switch_config_bgp# address-family ipv4 vrf vpn1
Switch_config_bgp_vpn1# no synchronization
Switch_config_bgp_vpn1# neighbor 21.0.0.2 remote-as 100
Switch_config_bgp_vpn1# neighbor 31.0.0.2 remote-as 300
Switch_config_bgp_vpn1# exit-address-family

Switch_config_bgp# address-family ipv4 vrf vpn2
Switch_config_bgp_vpn2# no synchronization
Switch_config_bgp_vpn2# neighbor 22.0.0.2 remote-as 100
Switch_config_bgp_vpn2# neighbor 32.0.0.2 remote-as 300
Switch_config_bgp_vpn2# exit-address-family
Switch_config_bgp# exit

BCE VLAN 5T )5 7 W i B % %

Switch_config# vlan 1,21-22,31-32
Switch_config# ip exf

3.4 HECEMCE S2

BiE VRF.

Switch#config

Switch_config# ip vrf vpn1
Switch_config_vrf_vpn1# rd 300:1
Switch_config_vrf_vpn1# route-target export 300:1
Switch_config_vrf_vpn1# route-target import 300:1

10
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Switch_config_vrf_vpn1# exit

Switch_config# ip vrf vpn2
Switch_config_vrf_vpn2# rd 300:2
Switch_config_vrf_vpn2# route-target export 300:2
Switch_config_vrf_vpn2# route-target import 300:2
Switch_config_vrf_vpn2# exit

TC 5 e 2 s R B o [0 1 M B A O BGP RSO % 1 #sAm iR

Switch_config# interface loopback 0
Switch_config_I0# ip address 103.0.0.1 255.255.255.255
Switch_config_|0# exit

S2iEid GO/ i HERE S13, i GO/3 #H: S22, it Trunk it [ GO/2 #4: PE.

Switch_config# interface gigaEthernet 0/1
Switch_config_g0/1# switchport pvid 41
Switch_config_g0/1# exit

Switch_config# interface gigaEthernet 0/3
Switch_config_g0/3# switchport pvid 46
Switch_config_g0/3# exit

Switch_config# interface gigaEthernet 0/2
Switch_config_g0/2# switchport mode trunk
Switch_config_g0/2# exit

BB ACHALET =2 VLAN % [, /£ VLAN #:0 E405%E VRF, JFECE IP Hihk. S2 @it
VLAN31 F1 VLAN32 P54 1& 4 ity 3% 82 PE.VLAN41 F1VLANAG 754 143 31 3% 32 VPN 1
1 VPN2,

Switch_config# interface VLAN41

Switch_config_v41# ip vrf forwarding vpn1

Switch_config_v41# ip address 41.0.0.1 255.0.0.0

Switch_config_v41# exit

Switch_config# interface VLAN46
Switch_config_v46# ip vrf forwarding vpn2
Switch_config_v46# ip address 46.0.0.1 255.0.0.0
Switch_config_v46# exit

Switch_config# interface VLAN31
Switch_config_v31# ip vrf forwarding vpn1
Switch_config_v31# ip address 31.0.0.2 255.0.0.0
Switch_config_v31# exit

Switch_config# interface VLAN32

11



Multi-VRF CE L&

Switch_config_v32# ip vrf forwarding vpn2
Switch_config_v32# ip address 32.0.0.2 255.0.0.0
Switch_config_v32# exit

BB CE 5% /i # Z[Alf) OSPF #%Hi.

Switch_config# router ospf 1 vrf vpn1
Switch_config_ospf_1# network 41.0.0.0 255.0.0.0 area 0
Switch_config_ospf_1# redistribute bgp 300
Switch_config_ospf_1#exit

Switch_config# router ospf 2 vrf vpn2
Switch_config_ospf_2# network 46.0.0.0 255.0.0.0 area 0
Switch_config_ospf_2# redistribute bgp 300
Switch_config_ospf_2# exit

ficE CE 5 PE Z[a]f) EBGP #tHi.

Switch_config# router bgp 300
Switch_config_bgp# bgp log-neighbor-changes

Switch_config_bgp# address-family ipv4 vrf vpn1
Switch_config_bgp_vpn1# no synchronization
Switch_config_bgp_vpn1# redistribute ospf 1
Switch_config_bgp_vpn1# neighbor 31.0.0.1 remote-as 200
Switch_config_bgp_vpn1# exit-address-family

Switch_config_bgp# address-family ipv4 vrf vpn2
Switch_config_bgp_vpn2# no synchronization
Switch_config_bgp_vpn2# redistribute ospf 2
Switch_config_bgp_vpn2# neighbor 32.0.0.1 remote-as 200
Switch_config_bgp_vpn2# exit-address-family
Switch_config_bgp# exit

B R4 VLAN,
Switch_config# vlan 1,31-32,41,46

JR BN HALE 1P 0 % h % K T e -
Switch_config# ip exf

3.5 BLES22

o B %2 CE WA B0 VLAN @1, S22 @it g0/1 i %% S2.

Switch_config# interface gigaEthernet 0/1
Switch_config_g0/1# switchport pvid 46

12
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Switch_config_g0/1# exit

Be#E VLAN #2 LA P $iudik

Switch_config# interface VLAN46
Switch_config_v46# ip address 46.0.0.2 255.0.0.0
Switch_config_v46# exit

HC & % i &5 CE A% B il

Switch_config# router ospf 103
Switch_config_ospf_103# network 46.0.0.0 255.0.0.0 area 0
Switch_config_ospf_103# exit

3.6 IGUFVRFHIBLIA

7F S1 ¥4 LIt ping #v A 381FS S11 2 18] vpn1 HIBCE M .
Switch# ping -vrf vpn1 11.0.0.2

--- 11.0.0.2 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0/0/0 ms

E S1 5 PE Bt
Switch# ping -vrf vpn1 21.0.0.1

--- 21.0.0.1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0/0/0 ms

13
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